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With this being my first issue as Editor, I would 

like to thank my predecessor Ron Amram, who 

has had to step aside due to other obligations, for 

the way in which he set the tone for the journal. 

Indeed, the ISRM Australia and New Zealand 

Chapter Journal provides an ideal opportunity 

for risk practitioners and academics to share 

their thoughts, insights, and experiences with 

fellow “risk types” – which we know are truly 

multi-disciplinary in nature. 

This issue is a collection of opinion pieces on 

issues relating to strategic risk management 

in the challenging environment in which we 

find ourselves. Ranging from SoCI (Security 

of Critical Infrastructure) and legislation, to 

leadership and risk-based decisions, this issue 

provides a snapshot of the contemporary issues 

being managed. The next issue is scheduled 

for an August/September release, and I call on 

industry professionals to consider submitting an 

article for publication. 

I would like to conclude by quoting Ron Amram’s 

sentiments in thanking “…all of the experts 

who contributed their time and embodied the 

spirit of the ISRM by coming together to share 

knowledge and expertise in a collaborative and 

supportive format”.

DR PAUL JOHNSTON 
JOURNAL EDITOR 

It has been a challenging period of late where 

risk exposure, leadership, decision-making, and 

performance have all been impacted in so many 

ways. The world we live in continues to change 

rapidly around us, and whilst this change brings 

new threats, it also brings new opportunities 

to the fore. The challenge is to effectively 

manage the downside, while capitalising on the 

upside – which is far easier said than done. Our 

goal at the ISRM ANZ Chapter is to provide 

thought leadership around strategy, risk, and 

management – to not just survive but to thrive. 

We are very grateful to our contributing authors 

for their submissions to this, our second Journal, 

sharing their thoughts and ideas of what is 

happening, and what we need to be thinking 

about. I am sure that you, as a reader, will gain 

many insights. Even if you take just one idea 

away, we feel our objectives are being achieved.

A WORD FROM

DR GAV SCHNEIDER
REGIONAL CHAIR ANZ
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When the Australia Chapter of the 

Institute of Strategic Risk Management 

was launched in October 2019, little did 

we know the epoch-defining changes 

that were just around the corner. Of 

course, Australia was already suffering 

from significant challenges, not least a 

continent-wide drought, bush fires that 

were threatening the main urban areas, 

as well as creating a pollution levels that 

were impacting on both the health of the 

urban population as well as the ability 

to maintain basic functions within those 

urban environments, and the wider geo-

political issues of immigration, both legal 

and illegal, geo-political instability, and the 

increasing impacts of climate change and 

global warming on every aspect of our lives. 

It is a reflection of the diversity and richness 

of the ANZ risk and crisis management 

community that, by the end of the dinner 

held to launch the Australian Chapter, 

we had received support to open State 

Chapters in all of the major cities as well as 

in New Zealand.

In the two and a half years since then, the 

ISRM ANZ Chapter has been a leader in 

developing local and regional relationships 

with major government agencies and 

representative organisations, hosting 

conferences and webinars, as well as 

establishing programmes that act as a 

platform for the regional risk and crisis 

management community to use to develop 

their own relationships and activities.

This journal reflects all the qualities 

that the ISRM embodies. It is open to 

all, representing a wide range of views 

on issues that are both critical and time 

sensitive, and which in some way impact 

on the lives and well-being of every level of 

our society, from the national and regional, 

to the local and personal.

The ISRM was established in order to create 

a space where practitioners, academics 

and policy-makers could come to gather to 

have meaningful dialogue and interaction 

concerning the most challenging issues of 

the day. This journal reflects those values in 

every page, and I am delighted to have the 

opportunity to write this foreword.

I hope that these articles will be of interest, 

encourage dialogue, support collaboration 

and, in ways both great and small, make 

their own contribution to the continued 

development of the ANZ strategic risk 

and crisis management community – and 

in turn, to contribute to the wider global 

community that we are all part of.

Kindest regard,

Dr David Rubens 

Executive Director, ISRM Global
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EXECUTIVE DIRECTOR, ISRM GLOBAL

Dr David Rubens established his first consultancy in 1992, is 

a Chartered Security Professional (CSyP) and has served two 

terms as a main board director of the UK Security Institute. 

He holds a doctorate in security and risk management 

from the University of Portsmouth. His thesis explored 

non-hierarchical models of strategic management at the 

extremes of organisational complexity, including issues of 

capability development, decision making and multi-agency 

interoperability in hyper-complex situations such as natural 

disasters, corporate failures and government-level crisis 

management scenarios. David established ISRM in October 

2018. Today it has become recognised as a major institute 

in the sector, with chapters across SE Asia, the Middle East, 

USA, Australasia and Eastern Europe, and a vibrant network 

of academic, research and think-tank institutions.

DR DAVID 
RUBENS

REGIONAL CHAIR

Dr Gav is the Group CEO of Risk 2 Solution and is 

an acknowledged subject matter expert on human 

centric and integrated risk management. He has a 

broad background in safety and security, emergency 

management and incident response, with extensive 

senior level management and leadership experience. He 

has led numerous, high-level consulting and advisory 

projects and has two decades of Operational Specialised 

Risk Management, Cultural Change, Security and Safety 

experience in over 16 countries. Dr Gav has a National 

Security Clearance NV1 and is a fellow of ARPI, ISRM, 

GIA, IML as well as a RSecP and CPP. He is considered 

Australia’s leader in the field of Psychology of Risk.

DR GAV 
SCHNEIDER

JOE 
SAUNDERS
REGIONAL VICE-CHAIR

Joe is a dedicated risk management professional with 

a passion for the study of aggression and violence 

management. A successful sporting career in the martial 

arts led Joe into the private security industry where he 

quickly learned about the challenges in dealing with real 

aggression, operating within critical legal, ethical and 

political frameworks. Joe would go on to specialise in 

aggression management within the healthcare and social 

service environment. 

Joe is a gifted and dynamic presenter, educator and training 

designer with a knack for communicating a sometimes 

difficult subject to professionals and laypersons alike. 

He is an associate of ARPI, ASIS International and the 

International Law Enforcement Educators and Trainers.

MEET OUR TEAM

GARY 
SANDERFIELD

DIRECTOR OF GOVERNANCE  
AND PARTNERSHIPS

Gary is a highly experienced risk and leadership specialist 

with over 20 years of experience in operational risk, 

enterprise risk management and organisational redesign. 

His focus has been in the Higher Education industry but has 

included international business, governance, and human 

centric performance. Gary has held executive level roles in 

Sales, Operations and Special Projects and has worked in 

24 countries. This complex multicultural experience along 

with a history of business turnaround success based on 

redesign, cultural change and implementation has given him 

a unique perspective on risk management. Gary has worked 

in NASDAQ Traded, private, and government organisations 

and has carried Secret to Top Secret security clearances in 

both his military career and in his civilian roles.
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DIRECTOR OF EVENTS

Alicia is the Chief Market Development Officer at Risk 

2 Solution Group. Prior to joining Risk 2 Solution, Alicia 

served as the General Manager QLD of the American 

Chamber of Commerce and has held business relationship 

and event management positions with the Queensland 

Department of Premier and Cabinet, Canberra CBD, Events 

NSW and Austrade. She is a board member of the General 

Douglas MacArthur Brisbane Memorial Foundation and has 

held board roles with the American Club and the Australian 

American Association. Throughout her career, Alicia has 

consistently worked in close collaboration with business, 

Government, the US Embassy and the Canberra Diplomatic 

Corps. Alicia served in the US Army as a UH-1H Helicopter 

Repairer and Aviation Life Support Equipment Specialist.

ALICIA
DOHERTY

JANITA
ZHANG

REGIONAL DIGITAL  
MARKETING MANAGER

Janita is the Group Marketing Manager at Risk 2 

Solution. She focuses on delivering attractive and 

engaging solutions for digital and brand design to drive 

customer acquisition and retention across B2B and B2C 

growth segments. Experienced in creating compelling 

UX designs and concepts, she is responsible for 

managing and creatively directing the delivery of digital 

design communications for marketing initiatives across 

corporate branding, printed publications, EDMs, social 

media, video, POS materials, website design and events. 

QUEENSLAND CHAIR

Nadine is a risk management professional with broad 

experience in security and safety risk management, 

assurance and intelligence within mass passenger 

transport industries. Nadine began her career in 

compliance management and investigations with the QLD 

Department of Justice and Attorney General’s Office 

before transitioning into security risk and intelligence, then 

safety risk management and assurance within the surface 

transport industry before finally moving into aviation. Over 

the course of her career, Nadine has provided leadership 

to diverse teams of safety and security specialists and 

has worked closely with and provided support and advice 

to various government agencies, including state police. 

Nadine holds tertiary qualifications in Criminology 

and Criminal Justice as well as Security Risk and Crisis 

Management and is currently the Queensland Chapter 

Chair of the Institute of Strategic Risk Management.

NADINE
DE LILE

RON AMRAM
 WESTERN AUSTRALIA CHAIR

Ron is the Managing Director of Safety and Rescue Australia 

which is the safety division of the Risk 2 Solution Group. He 

has a 15-year, award-winning track record in management, 

specializing in project and change management, systems 

implementation, E-Learning development, and education 

and training across multiple sectors. 

Ron has a powerful academic background having achieved 

The Faculty of Business & Law’s Dean’s Award for Excellence 

in Teaching at Edith Cowan University, as well as a hands-

on practical experience having taught civilian, military, law-

enforcement and other government personnel martial arts 

and self-defence in several countries over the last decade.
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NEW SOUTH WALES CHAIR

Andrew has over 25 years experience in building and 

embedding enhanced governance practices and educating 

organisations to improve governance outcomes. 

Andrew has worked with a variety of organisations at an 

executive and board level and has extensive experience 

across a number of industry verticals, including aviation, 

education, oil and gas, energy, retail, information 

technology, government, telecommunications and 

financial services. Andrew led the risk function for 

Qantas Airways, Tabcorp and Woolworths. Andrew is 

a sessional post graduate lecturer in Risk Management 

at the UNSW and facilitates the Australian Institute of 

Company Directors Course online self paced course.

ANDREW 
BISSETT

JULIAN 
TALBOT

ACT (CANBERRA) CHAIR

Julian Talbot, FRMIA is the Managing Director at 

SERT Pty Ltd. Julian has over 35 years of international 

security risk management experience gained on five 

continents in the resources, commercial, government, 

and not-for-profit sectors. His credentials include a 

Master of Risk Management (MRiskMgt), Graduate 

of the Australian Institute of Company Directors 

(GAICD), Australian Security Medal (ASM), Certified 

Protection Professional (CPP), Microsoft Certified 

Systems Engineer (MCSE), and Fellow of the Risk 

Management Institution of Australasia (RMIA). 

Julian is the author of several books on security and 

the lead author of the Security Risk Management 

Body of Knowledge.

SOUTH AUSTRALIA CHAIR

Kerri is motivated by good governance, committed to 

positive customer outcomes and leverages informed risk 

taking with leaders to successfully embed innovative 

solutions and deliver strategic objectives. Kerri’s 25 year 

risk and resilience career spans across various sectors 

including insurance, agriculture, tourism and now critical 

service and infrastructure. As SA Water’s Risk and 

Resilience Manager, she works in partnership with leaders 

and focuses on their most valuable asset - their people. 

Kerri’s CPRA and recent Post Grad in Psychology of Risk 

underpins the innovative, simple, fit for purpose solutions 

she creates through her thoughtful combination of positive 

negotiation, influential communication skills and her 

passion for culture and well being to create lasting change.  

KERRI
STEPHENS

PETE
GERVASONI

VICTORIA CHAIR

Pete is a risk and resilience specialist having worked in 

Government and consulting roles for more than 15 years. Pete 

is the international project leader for the new International 

Standards Organization (ISO) for organisational resilience 

policy formulation and strategy implementation. He was 

the Convenor of ISO’s Organisational Resilience Study 

Group and an active member of the Standards Australia/

ISO working group (MB025/TC292) for Security and 

Resilience. Currently working with VMIA in Australia, 

Pete provides risk management and insurance training and 

facilitation services to Government clients. Pete was also 

nominated for the 2019 Institute of Public Administration 

of Australia’s Public Sector Leadership Awards for his 

innovative approach to developing best practice risk 

management framework. Pete is continually looking at 

innovative approaches to integrating resilience principles 

into organisations and providing ongoing leadership in the 

development of resilience standardisation.
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NEW ZEALAND CHAIR

Gavin’s career in risk management, management 

consulting and actuarial roles spans 28 years, having 

worked in New Zealand and Australia for large general 

insurance companies, government entities and a couple of 

consulting firms. After living in Sydney for 11 years, Gavin 

returned to his home country of NZ in September 2019 

and joined Tower Insurance as their Chief Risk Officer. At 

Tower, Gavin is responsible for the risk, compliance and 

internal audit functions. Gavin has a Master’s Degree in 

Statistics and an MBA from Henley Management College. 

He is also a qualified actuary and a graduate of the 

Australian Institute of Company Directors. In late 2018 

Gavin was named the RMIA Risk Manager of the Year.

GAVIN
PEARCE

The Institute of Strategic Risk Management has been 

established in order to create a global centre where 

practitioners, academics and policy makers can come 

together to share information, help progress and 

promote the underlying understanding and capabilities 

associated with strategic risk and crisis management, and 

develop their own personal and professional networks.

Visit www.theisrm.org for more information.

EXPLORE 
MEMBERSHIP

STRATEGY ON A PAGE
THE INSTITUTE OF STRATEGIC RISK MANAGEMENT
AUSTRALIA AND NEW ZEALAND CHAPTER

OUR PURPOSE

The Institute of Strategic Risk Management (Australia and New Zealand) is the regional chapter of the 

global Institute of Strategic Risk Management. Our purpose is to increase resilience and enhance risk 

culture at individual, business, community and national levels. By collaborating with allied organisations, 

we will encourage thought leadership and contributions to public debate in strategic risk management. 

3-YEAR MILESTONES

2021

Brand consolidation and recognition 

through contributions to public policy 

debate in strategy and risk, supported 

by targeted thought leadership events

2022

ISRM professional accreditation will 

be the benchmark in strategic risk 

professional standards 

2023

Recognised as the pre-eminent 

professional body in increasing 

community resilience throughout 

Australia and New Zealand

STRATEGIC OBJECTIVES

THOUGHT LEADERSHIP

We will initiate and support professional 

and public discussion on strategic risk 

management, enhancing understanding and 

elevating it to a national conversation. 

THOUGHT LEADERSHIP

We will contribute to the evolution of a new 

paradigm of capability standards required 

by strategy and risk professionals. 

INCREASED RESILIENCE

Our thought leadership and constructive 

influence in public discourse seeks to build 

resilience in individuals, businesses and 

communities,  and strengthen resilience 

nationally. 
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UPDATED SECURITY OF 
CRITICAL INFRASTRUCTURE 
LEGISLATION – ARE YOU 
READY, PERSONNEL-WISE?
By Dr Paul Johnston F.ISRM RPP and Gary Sanderfield M.ISRM

Is your business a part of Australia’s critical infrastructure?

In late 2021, the Security Legislation 

Amendment (Critical Infrastructure) Bill (2021) 

was passed that sought to amend the 2018 

SoCI (Security of Critical Infrastructure) Act. 

This Act expands the sectors considered as CI 

from four sectors (electricity, gas, water, and 

ports) to now also include communications; 

financial services and markets; data storage or 

processing; defence industry; higher education 

and research; energy; food and grocery; health 

care and medical; space technology; transport; 

and water and sewerage.

One of the major catalysts for this expansion 

was the substantial increase in cyber-attacks 

that have been observed, with the United 

Nations reporting a 600% increase in cyber-

attacks. Perhaps the most sobering aspect of 

these attacks, however, is that 25% are aimed 

at CI organisations. Indeed, the Global Risk 

Report 2022 by the World Economic Forum 

shows that Australia’s number one risk concern 

is “Failure of Cyber Security Measures”: Sourced from: Global Risk Report 2022 by the World Economic Forum

Under the new  legislation, there are enhanced cyber 

security obligations whereby organisations will need to 

establish processes for incident response, regular cyber 

security test exercises, vulnerability management, and to be 

able to provide security incident reporting on-demand.

The implementation of this new legislation carries with it 

some substantial challenges for organisations that now fall 

under the Act. Some of these include:

  registration of critical assets: identification, 

classification, and accountability

   common understanding or risk-based and 

protective security  

  effective risk management framework by sector, 

with common measurements and assessments 

   communication between Home Affairs, state 

governments, and other stakeholders 

  governance 

  definition and parameters of scope of Ministerial 

Controls (Cyber)  

  communication in a national security context 

  mandatory reporting of cyber issues

  transparency requirements for the CI Owners:  

 Reporting requirements 

 Cyber intervention 

 Government intervention in cyber-attack/s 

(Sourced from: www.cisc.gov.au) 

The new legislation also allows for the government to 

intervene and assist when there is a concern regarding 

the cyber control measures currently in place, when the 

mitigation strategies are deemed to be insufficient, or when 

the potential level of impact that an ongoing attack will have 

on critical infrastructure in a cyber emergency is deemed as 

requiring such action/s. In such instances, the government 

may step in to: 

gather information to determine if another power 

should be exercised

direct an organisation to do, or not do, a specified act

request an authorised agency provide support. 

Other obligations that will be implemented under 

the legislation include Positive Security Obligations 

(PSO). This measure will include accountability for the 

security of critical assets, data security measures, and 

notification timeframes for cyber incident reporting.

Updated legislation

The new legislation also allows 
for the government to intervene 

and assist when there is a concern 
regarding the cyber control 
measures currently in place

The “Four Pillars” of critical infrastructure 
security

The new legislation is comprehensive and will focus on four 

pillars of security, namely:

Cyber 

Personnel Security

Physical Security

Supply Chain and Business Continuity

Whereas many CI organisations will already have in place, or 

will be quickly working towards establishing, infrastructure 

and technical capabilities that meet the required standards, 

from a risk management perspective there an essential 

element that will arguably take longer to achieve – 

particularly within organisations that are relatively “new” 

to being formally designated as critical infrastructure – that 

of personnel security. 

Personnel security involves managing a wide range of issues, 

and is concerned with assessing the conduct, integrity, 

judgment, loyalty, reliability, and stability of individuals 

for duties and responsibilities requiring trustworthiness. 

Although policies and procedures can be quickly produced 

to address such issues, establishing, and maintaining the 

supporting mindset and culture is not so straight forward.

1

2

3

4
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Are you and your personnel ready?

Indeed, security agencies believe there is an ever-increasing 

potential for people with malicious intent, having been 

intentionally embedded within our systems, such as critical 

infrastructure organisations, and awaiting an opportunity to 

be activated and strike. Similarly, there is also a substantial 

growing insider threat posed by persons (that aren’t 

“sleepers”, for the lack of a better phrase), be it malicious, 

negligent, or unethical in nature.

Therefore, there is an increased obligation of taking the 

necessary measures to not only effectively vet both existing 

personnel and onboarding new staff who will have access 

to systems and data, but also to enact an increased sense of 

security/risk awareness and a positive security/risk mindset 

and culture.

“Culture eats strategy for breakfast” is a famous quote 

attributed to Peter Drucker, and defines the situation 

quite well. An organisation can enact a range of detailed 

procedures aimed at the four pillars of security, but unless 

the staff have an appropriate mindset and culture, the 

resultant management system/s will lack substance and 

sustainability. Organisations need staff who are not just 

aware, but who are mindful, of security risk exposures 

and threat indicators, as well the implications of their own 

actions and/or inactions.

Are your staff aware of the risk exposures introduced by 

BYOD (bring you own device) practices, by keeping their 

system passwords on a notepad in their top drawer, or by 

being “polite” and holding a door open for someone they 

don’t know and who doesn’t have a security pass? Whilst 

establishing a sense of trust is universally recognised as 

being a foundation stone to establishing a sustainable 

culture, in this context, such trust cannot be freely given, nor 

taken for granted. Rather, it needs to form part of a larger 

equation that results in a positive risk and security culture 

– one that is based on security awareness and appreciation, 

informed decisions and engagement, and the provision of 

regular feedback.   

Establishing a culture and mindset 
that supports these mechanisms, 

however, is not as straight forward. 
It is not objective. There are no set 

performance indicators or thresholds. 
Evaluation is not absolute.

Technical systems and procedures are relatively easy. 

We reference a set criterion, and we ensure that the 

deliverables meet or exceed them. It is an objective process, 

and one that is easily evidenced and assessed. Establishing 

a culture and mindset that supports these mechanisms, 

however, is not as straight forward. It is not objective. There 

are no set performance indicators or thresholds. Evaluation 

is not absolute. 

This is the challenge that organisations will continue to face. 

Indeed, the primary focus of security risk management in 

critical infrastructure must evolve as to not only consider 

the technology that drives it, but also to consider the 

people who work there. Whilst we have seen this occur with 

regards to occupational health and safety, we are yet to see 

the same change in mindset when it comes to security. Now 

is the time to see that change. 

Reference:
Marsh McLennan, SK Group,& Zurich Insurance Group (2022). The 
Global Risks Report 2022, 17th Edition. World Economic Forum. 
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PRESILIENCE AS A UNIFYING 
PRACTICE TO CHANGE, 
THRIVE, AND GROW 
By Dr Gavriel (Gav) Schneider and Lisa Young 

Whether an organisation is public or private, profit-making 

or non-profit, government or military, it has a mission to 

deliver value to stakeholders and customers. The persistent 

disruptions to our critical infrastructure delivering 

electricity, water, healthcare, and public safety are 

intensifying threats to our economic and national security. 

The ongoing risk and disruption when things go wrong is no 

longer sustainable nor desirable.

The world has changed around us into a default operating 

paradigm that is volatile, uncertain, complex, and ambiguous 

(VUCA)1. Traditional approaches to problem solving 

and organisational performance tend to focus on highly 

structured and linear methodologies which may work well 

when we have levels of certainty, control, and influence, 

but seem harder and harder to capitalise on, or even simply 

perform, when disruption occurs. 

The journey to a presilience-based, high-performance 

model involves new ways of thinking and problem-solving. 

Presilience is defined as the ability to achieve our mission 

with people, process, and technology underpinned by 

situational awareness and risk intelligence. The goal of 

presilience is to enable an organisation not only to survive 

continued disruption and chaos but adapt to change, 

thrive, learn, and grow. It also goes without saying that the 

best time to be preparing for challenges is not during the 

challenge but during business as usual (BAU). As such, the 

concept of presilience centric organisation capitalises on 

high performance during business as usual too. The promise 

and practice of presilience is one that equips us to cope 

with the reality of a digital world, where the intersection 

of cyber and physical domains converge and cannot be 

tamed by conventional linear approaches and old-fashioned 

management theories.

The ability to achieve robust and consistent high 

performance as individuals, teams, and organisations, to 

support and maintain our collective societal ecosystem, is 

no simple thing. Billions of dollars and countless hours have 

been spent on innumerable secrets to success. After many 

bouts of trial and error, failures and successes, and practical 

application of risk management, resilience, working with 

humans and being human ourselves, the idea for a way to 

bring these concepts and theories together materialised 

as the ‘presilience journey’. The journey itself consist of the 

following three unifying critical success factors, as primary 

drivers to positive outcomes:

Compliance – conformance to a set of criteria 

that we are obligated to perform or choose to 

perform because it is the right thing to do, or we 

are legally bound to do so.

Resilience – preparing and implementing the 

things we need to survive a disruption or crisis 

and continue to operate either in a degraded, 

business-as-usual, or optimal state. The idea of 

resilience is centred on toughness and the ability 

to overcome disruption as quickly as possible and 

return to a BAU state as quickly as possible.

Presilience – the capability to adapt, proactively 

prevent bad outcomes, and opportunistically 

use what we learn to grow and thrive even as 

the landscape in which we attempt to manage 

or control continues to test our human, 

technological and operational limits.

1The term VUCA was first used in the late 1980s by the US war 
college and since has become very popular to explain our current 
operating context.

In the landscape in which an organisation operates, 

there are many things that may impede an enterprise 

from accomplishing its objectives, achieving its financial, 

strategic, or operational targets, or meeting its mission. A 

presilience-based mindset is best paired with a strategic 

view to move beyond traditional approaches to risk 

management and resilience, to an evolved unified model 

that requires the following aspects:

An integrated perspective that fully utilizes 

people, process, and technology tied to purpose, 

strategy, or mission that is anchored by principled 

governance.

Multi-level thinking and multi-disciplinary 

leadership anchored by consideration of self, 

others, organisation, and society.

Silo busting that converges vertical, horizontal, and 

circular viewpoints to achieve a nimble structure 

that enables scale, flexibility, and reliability and 

leverages diversity across the organisation.

Fostering skills in leadership, followership, and the 

ability to understand the dynamics of how people 

function in groups, teams, and units.

Situational awareness and risk intelligence to make 

informed decisions with what we know now and as 

the intelligence data changes over time.

A non-binary mindset that leverages the best of 

people, process, and technology without being 

burdened by negative bias.
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The journey to a presilience-based, high-
performance model involves new ways of 
thinking and problem-solving. Presilience 

is defined as the ability to achieve 
our mission with people, process, and 

technology underpinned by situational 
awareness and risk intelligence.

In the landscape in which an organisation 
operates, there are many things that may 
impede an enterprise from accomplishing 

its objectives, achieving its financial, 
strategic, or operational targets, or 

meeting its mission. 
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So, what is the Presilience journey 

Presilience means we are able to build on the expertise we 

have in compliance and resilience while incorporating the 

aspects of proactive prevention and the idea of bouncing 

back better or in a different direction after a seminal event. 

The applications of a presilience mindset are intended to 

be continuous and adaptive. The journey aims to provide a 

scaffolding that integrates the best of compliance, resilience 

and presilience to achieve sustained high performance to 

meet desired outcomes. In essence, it is about turning any 

threat, disruption, or risk into something the individual, 

team, or organisation can capitalise on to adapt, grow, 

thrive, and navigate the complexities of a dynamic world.

From our perspective a unifying presilience practice should 

include the following principles:

 Meets people where they are now

 Creates and/or serves as a reference framework

Toolbox approach (should enable the subtraction 

and addition of tools without degradation of  

the model)

Is multidisciplinary and not tied to only one  

school of thought 

Integrates key aspects for success across the  

cyber-physical-digital domain 

Enables linkages between aspects that on face  

value may seem unrelated 

Most useful theories or models can be aligned 

without significant stretching

 It can be applied on the 4 levels described 

(individual, team, organisation, and society)  

With these criteria in mind, it becomes clear that the idea 

of a continuous journey to build on compliance, integrate 

resilience, and foster a spirit of presilience does enable a 

mental model to both manage business as usual but also 

to thrive during disruption. Over time this approach will 

morph and adjust but, in the meantime, where there is 

dynamic and rapid change happening it is useful to have a 

suite of tools, techniques, and methods that not only help us 

make sense of our current world but enable us to position 

ourselves, our teams, our organisations, and ultimately our 

societies for the world of the future. We hope you will join 

us on this journey.

Dr Gavriel (Gav) Schneider is the creator of the concept of 

Presilience® and an acknowledged leader in the fields of 

security and risk management. He is a well-known leader in 

human based risk management and the psychology of risk 

and is a serial entrepreneur and has been running his own 

businesses since 2001. He is one of the very few to make the 

IFSEC Global Influencers in Security Thought Leadership - 

top twenty list for 3 consecutive years  2019, 2020 & 2021 

as well as being awarded the risk consultant of the year 

2019 (RMIA). 

He has conducted business in over 17 countries and 

provided a wide range of services for a very diverse client 

base ranging from heads of state to school teachers. He is 

a leading academic and subject matter expert in his field 

and is a much-sought after International speaker. He has 

trained thousands of people in his own right and to date, 

his companies have trained in excess of 150,000 people in 

numerous countries. 

He has also authored two books including the highly 

acclaimed “Can I See your Hands - A Guide To Situational 

Awareness, Personal Risk Management, Resilience and 

Security” and is a lifelong martial artist with master grades 

in several systems. Dr Gav serves as the Group CEO for the 

Risk 2 Solution Group and is the ISRM ANZ regional Chair. 

Connect with Gav on LinkedInLisa Young, CISA, CISM, 

CISSP, is an operational risk and security metrics LisaLisLa 
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LEADERSHIP SURVIVORS 
DRIVE ORGANISATIONAL 
SUCCESS
BY LEANNE CLOSE

For leaders, these words of Winston Churchill remain as 

applicable today as they were in 1945.  It is estimated that 60% 

of Australian small businesses fail in their first three years of 

operation, but the larger the enterprise, the greater their chance 

for survival (ASBFEO, 2019). Understanding what influences 

these outcomes will assist managers improve the longevity of 

their businesses.  Knowledge of market forces, ongoing research, 

managing opportunities and risks, and strong financial acumen all 

impact business success (Lee-Schneider, online).  Leaders must 

also appreciate the value of effective leadership and management 

in attracting and retaining the right staff, and to motivate, develop 

and guide employees to achieve high-performance outcomes. 

These essential focus areas form a key part of the CEO’s role, as 

well as those of Boards and managers, if their organisation is to be 

successful and sustainable for the long term.  

Leadership expectations about management and organisational 

design continue to evolve.  The latter half of the 20th century 

focused heavily on transactional versus transformational 

leadership.  However, there are major weaknesses in this 

binary choice, including the ambiguity of the transformational 

or charismatic leadership style influencing work outcomes  

(Yuki, 1999).  

In assessing the human dimension of leadership, one simplistic, and 

potentially controversial, way is to assess the abilities of people 

Ensuring that leaders focus on eight essential organisational 

processes is another key to organisational success and 

longevity (Yuki, 1999). These are:

 Organising work to fully utilise personnel  

and resources, 

Coordination of inter-related group activities,

 Obtaining member agreement about objectives  

and priorities,

 Establishing mutual trust and cooperation  

among members,

Improving group identification,

 Improving member confidence in the capacity of 

the group to attain its objectives,

 Improving procurement and efficient use of  

resources; and 

 Improving coordination within the organisation  

and outsiders. 

Importantly, these objectives should not only be articulated, 

but pursued and measured. Schneider and Sofianos (2021) 

advocate “Presilience”, a risk intelligence approach to 

achieving high-performance, long-term business outcomes 

(Schneider & Sofianos, 2021).  In their model, measurement 

of these organisational processes allows leaders, staff, and 

external stakeholders to assess an organisations’ ability to 

manage uncertainty to achieve business objectives.  They 

contend the model provides a basis for ideas generation, 

improved processes, analysis of emerging situations and 

during a crisis, using the 10-80-10 principle (SRMC, online).  During a crisis, about 

10% of people, the “Survivors”, are leaders who have a plan and take decisive 

action. Another 80% are dazed, panicky or disoriented, called the “Confused”.  

They may struggle to make sense of the situation, seek direction, and/or wait for 

others to take the lead and advise them what to do. Ten percent, the “Doomed”, 

behave in counter-productive ways, intentionally ignoring authoritative sources 

and who potentially do the wrong thing (ibid). 

Creating more “Survivors” becomes important as organisations navigate 

increasingly volatile, uncertain, complex, and ambiguous (VUCA) operating 

environments (Bennett & Lemoine, 2014). Investing in pre-planning, leadership 

development, and staff preparedness during BAU times makes sense for the 

inevitable times of crisis and VUCA environments. “We are shaping the world faster than we 
can change ourselves, and we are applying 

to the present the habits of the past” 
Winston Churchill” (1945)
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enhanced decision making, leading to improved productivity 

and performance, which can be measured and improved 

over time (ibid). 

According to the International Disaster Database, 2020 

recorded more natural disasters than the average of the 

last 20 years (Moonen, 2021). Anecdotally, more time, 

money and focus are spent recovering from business 

crises and major disruptions, than preparation and pre-

planning.  Organisations that invest in a human-centred 

approach, coupled with new digital solutions in a rapidly 

evolving technological environment, will provide significant 

opportunities for businesses to thrive and survive. In other 

words, managing and investing time, energy and focus on 

those eight key organisational processes results in high-

performing teams, improved management of risks, and 

allows organisations to continually grow and learn. The aim 

should be to not repeat the bad habits of the past.

In building strong leadership capabilities, it is essential that 

leaders recognise their role and the impact they have on 

workplace culture and behaviours, which directly impact 

the reputation of an organisation.  Prioritising and investing 

time, money and resources on leadership development 

and collaborative strategic planning will equip leaders 

with the tools to engage, motivate and manage staff and 

business processes effectively.  This in turn will lead to 

improved organisational outcomes, productivity, staff 

engagement and trust - therefore improving the longevity 

and survivability of the organisation in highly competitive 

marketplaces. 

Changing organisational dynamics, coupled with significant 

technological advances of the past 25 years, requires 

a mature model of leadership incorporating a focus 

on managerial compliance (transactional) with values-

based and people-centric (transformational) approaches. 

The requirements on C-suites and Boards to navigate 

increasingly complex legal, regulatory, and competitive 

environments demands a mature approach in building 

leadership capabilities and investing in their teams – 

creating more “Survivors”.  It also ensures leaders are 

provided with the skills to manage those eight essential 

organisational processes to secure business success, and 

to build and maintain a high-performance culture. The 

resulting organisations are more sustainable and better 

equipped to not just manage well during BAU, but to thrive 

and survive during VUCA periods over the long-term. 

According to the International Disaster Database, 2020 
recorded more natural disasters than the average of the 

last 20 years (Moonen, 2021). Anecdotally, more time, 
money and focus are spent recovering from business crises 
and major disruptions, than preparation and pre-planning. 
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FATCA ENFORCEMENT – THE 
NEXT BIG RISK TO AUSTRALIAN 
BUSINESS?
BY KRISTINE SEYMOUR

Accounts receivable have never been more important than 

they are right now. Supply chain shortages, a tight labor 

market, and rising fuel prices all contribute to the soaring 

costs of business. Companies need to run as efficiently 

as possible. Governments are no different, with multiple 

stimulus packages, inflation, and mounting deficits, they rely 

on tax and penalty collection to fund operation. One of the 

biggest risks to business is the United States government 

enforcing their Finance and Taxation Compliance Act 

(FATCA) in Australia. 

FATCA enforcement is not just for banks reporting on 

US citizens’ accounts. FATCA is much broader, and few 

understand the risks and need for additional controls to 

be implemented. Indeed, the unintended consequences 

of FATCA regulation and non-compliance may be the 

next unforeseen disruption to Australian business in the  

short term.

FATCA is an annual reporting requirement that tracks assets 

and accounts of American citizens and green card holders 

to reduce tax evasion and money laundering, among other 

offences. Non-compliance is a criminal offence, regardless 

of ignorance. Financial accounts that are subject to the 

reporting requirement are any account with a positive 

balance that is under ownership or control of an American 

citizen or green card holder, with few exceptions. Control is 

defined by signatory authority, e.g. the right to wire company 

funds or use a company debit card. Company accounts may 

be subject to Foreign Bank Account Report (FBAR) filings 

due to being under the control of an American, even though 

the employee does not own the money in the company’s 

bank account. A minimum penalty for non-compliance is 

USD$10,000 per account and a maximum of 50% of the 

balance of each non-compliant account, and a possible (7) 

seven years jail that would be the company representative’s 

responsibility, not the employee in control of the  

company’s funds.

The ATO’s agreement to assist in FATCA enforcement 

states the agency will serve notices of non-compliance on 

behalf of FINCEN (Financial Crimes Enforcement Network). 

However, it will not collect penalties on any Australian 

citizen or entity. Company funds would be protected from 

automatic collection, but the debt would remain, and the 

company’s credit rating may be at risk. This unexpected 

expense would be an unwelcome surprise. Consulting a 

cross-border specialist to identify any applicable accounts 

for a FBAR filing is a simple solution.

Although US tax and FBAR compliance filing is the 

responsibility of the individual, employing a criminal may 

interrupt operations and cause reputational damage. 

Authorised representatives, AFSL holders, lawyers, 

accountants, and occupations who are held to professional 

standards would be ineligible to practice. Working with 

children, bonded employees, security personnel would all 

suffer the same fate. Employment contracts could be voided 

and directors could lose their positions. Disruption to the 

workforce would be inevitable.

FATCA enforcement is a viable and likely threat. Investment 

and continuing developments in technology, combined with 

intergovernmental agreements, is bringing enforcement on 

a mass scale closer to fruition. In 2010, FINCEN received a 

USD$12.7million modernisation budget to improve IT and 

big data solutions, specifically aimed at receiving account 

information from foreign financial institutions (FFIs) and 

data scraping to locate US citizens worldwide to reconcile 

to the FFI reports. An intergovernmental agreement in 

2015 between Australia and the US was signed, whereby 

The ATO’s agreement to assist in 
FATCA enforcement states the agency 
will serve notices of non-compliance 

on behalf of FINCEN (Financial 
Crimes Enforcement Network). 

However, it will not collect penalties 
on any Australian citizen or entity. 

Australia agreed to share taxation information for 

relevant parties, collect penalties and outstanding taxes 

from non-Australian citizens, and serve notices for non-

compliance to relevant Australian or dual citizens. In 2018, 

the United States passed the Clarifying Lawful Overseas 

Use of Data Act and in 2021, Australia entered into a 

CLOUD Act agreement that will allow for expedited data 

sharing once the agreement receives full Parliamentary 

and Congressional approval. This agreement is focused 

on sharing data efficiently for the purposes of serious 

crimes, such as terrorist financing, money laundering, tax 

evasion and individual fraud. In November 2021, when the 

USD$1.2T Bi-Partisan Infrastructure bill passed into law 

in the United States, President Joe Biden went on record 

stating that enhanced tax collections is one way he planned 

to reduce the deficit. Also in 2021, over 1600 treasury 

agents were hired to process the backlog of tax returns 

and FBARs in the IRS and FINCEN. With the need for the 

government to run more efficiently, the United States looks 

to be prepared to commence FATCA enforcement soon. Is 

your business prepared?

FATCA enforcement can wreak havoc across an 

organisation unless controls and measures are put into 

place. Understanding and effectively using the data your 

company holds could be the difference between a simple 

filing and chaos. Through proper data risk management, 

keeping track of relevant parties is possible. Perhaps like 

a KYC check, adding a FATCA check at onboarding, or 

a FATCA check when an employee is given permissions 

for the company accounts. As ignorance is not an excuse, 

knowledge is key, but identifying impacted parties may be 

tricker than first thought. US citizens can be dual citizens 

and employed using their Australian passport; green card 

holders might be under the false assumption they are no 

longer required to file US tax compliance because the card 

is expired and is no longer valid for residing in the States; or 

Accidental Americans who may be unaware of their status. 

In many cases, US citizens living in Australia are unaware 

of their filing obligations, so starting the conversation and 

providing information is important to both the employee 

and the company. An important part of the conversation is 

to highlight the amnesty program for those who have not 

been filing their US tax compliance. 

Expat tax compliance is not an easy filing, and should 

be completed by a cross-border specialist. Many expat 

specialists will provide information to employers for their 

staff. Find a firm with multiple enrolled agents (EA) to ensure 

capacity, check for good reviews or request references. 

The ability to leverage the tax treaty effectively for the 

maximum benefit means, for many, no taxes are payable  

to the US. 

Time, like receivables, is valuable. Spend it wisely and 

prepare your company now for FATCA enforcement.
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PATCHING PEOPLE
JOE SAUNDERS F.ISM RPP

I recently had the opportunity to interview Rick Shaw, a 

Las Vegas-based threat assessment professional, on my 

Managing Violence Podcast. Among many other pearls 

of wisdom, Rick said something that really struck a  

chord with me.

“We patch our systems, but we  
don’t seem to patch our people.”

While Rick said this in the context of updating and upskilling 

staff in emerging criminal trends, the simplicity and ubiquity 

of the idea resonated with me across a broader risk context. 

In an era when business of all sizes are paying absurd 

amounts of money for software solutions with mandatory 

update and patch schedules, how often are we updating 

and patching our people? If we are entrusting our people 

to drive these expensive systems, are our people not our 

biggest strength and our biggest vulnerability?

To explore this further, we should first define what a 

“patch” actually is. Typically, a patch is a set of changes to 

a computer program or its supporting data designed to 

update, fix, or improve it. This sometimes includes fixing 

security vulnerabilities and performance issues. Patches 

are often written to improve the functionality, usability, or 

performance of a program.

Let’s unpack this and see how it might apply to our human 

systems, not just our tech systems.

Update Patches

A “people patch” may be something as simple as updating trends, expectations, or information 

relevant to that person’s role. If you are managing a risk management team, it should not be taken 

for granted that “risk people” are all passionately digesting the latest news on their industry just 

because that would be good practice. Allocating a set amount of time each week to provide a general 

update is a good practice to ensure that everyone is across the latest developments relevant to 

their role. This might be in the form of academic research, news reports, case studies, or even 

just internal changes such as budgets or focus areas. Providing a regular update patch ensures 

that everyone is working from the same base information, and not downloading unvetted update 

patches from the water cooler or employee WhatsApp group.

Fixer Patches

Another purpose of a patch can be to fix previously unknown errors. Maybe you’ve just found out 

that the new intern has never operated a commercial copier before and has been tasked to send 

something called a “fax” to that one client who insists on pretending it’s still 1997. Will you scrap 

the entire project (fire the intern) or patch in the required knowledge? These fixes, or knowledge 

patches, should be consistently applied across all team members. If someone doesn’t know how 

to do something, or they don’t know the way your team does something, create an environment 

where it is safe to ask for a patch. Even better, create a culture where your leadership are 

constantly looking for opportunities to provide patches and fill gaps as they appear.

Improvement Patches

In the software world, fixing something that is not working as expected is fairly urgent and 

important. After all, your paying customers aren’t going to keep schilling out their monthly 

subscription for a service that is buggy or inconsistent. Fixes are expected. Therefore, it is 

improvements that tend to win customer loyalty. When a software manufacturer voluntarily 

improves a system you were already happy with, at no additional cost, it triggers positive 

feelings towards the whole enterprise. The same can be said for our human patches. 

Improvement patches might be things like free professional development, upskilling, 

accreditations, or secondments to learn additional skills. Remember that risk management 

is about threats and opportunities. Are you seizing every opportunity to improve your staff? 

It is seldom a bad investment.

Vulnerability Patches

Perhaps the most immediately relevant patch for risk managers is to address security 

vulnerabilities. The vulnerability patch is a more urgent and more critical fixer patch. The 

vulnerability patches may not necessarily be security related, but there are some obvious 

examples in the security risk management realm. Perhaps you have an employee that 

keeps a notepad with all of the system passwords sitting on their desk, conveniently 

labelled “PASSWORDS” in bright pink marker. Or maybe it’s the well-meaning, but naive, 

new employee who holds the door open for everyone, regardless of whether they have 

an access card or not. It could, however, just as easily be someone developing a gambling 

problem, being too “free and easy” on their personal social media accounts, or engaging 

in office banter that verges on bullying. Whatever the vulnerability, it needs to be 

urgently patched.

In the software world, fixing something 
that is not working as expected is 

fairly urgent and important. After all, 
your paying customers aren’t going 
to keep schilling out their monthly 

subscription for a service that is buggy 
or inconsistent. Fixes are expected.
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These are just some easy examples of people patches. The 

most important thing is that you have a deliberate and 

effective strategy for rolling out your patches. It should 

include a balance between continuous improvement and 

update patches, prioritised fixer patches, and the urgent 

vulnerability patches. At a minimum, whenever another part 

of the system changes, the humans operating the system 

must be patched to ensure they understand how to interact 

with the changes. This is a frequently missed opportunity, 

and undermines the effectiveness of the (sometimes quite 

expensive and impressive) changes that are being made.

Finally, a word of caution. Although meant to fix problems, 

poorly designed patches can sometimes introduce new 

problems and vulnerabilities. Patch management is a part 

of lifecycle management, and when we’re talking about our 

people, that can be a very long time indeed. Just as a rushed 

software patch can corrupt an entire system and destroy 

confidence in the manufacturer, a rushed people patch (see: 

sweeping policy changes) can disenfranchise hundreds of 

people and cripple morale in a single keystroke.
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MAKE A FAILURE RESILIENT 
ORGANISATION IN A VOLATILE, 
UNCERTAIN, COMPLEX AND 
AMBIGUOUS WORLD
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Summary

The concept of a Failure Resilient Organisation is one that has been 

gathering strength within a world that is facing increasing levels of 

Volatility, Uncertainty, Complexity and Ambiguity (VUCA).

The question arises as to what is a Failure Resilient Organisation?  

Often, focus is on the failure aspect, and its definition of ’the lack of 

success‘.  This definition in itself is very limited, and this paper seeks 

to expand the discussion into the influences of how and what is 

interpreted, as the definition offered is too simplistic to capture the 

broader meaning of ‘failure’ in a few words.

This requires the concepts of Sense Making, Risk Intelligence, and their 

value to informing the concept of the Failure Resilient Organisation, to 

be expanded upon.  In particular, the aspects of Risk Intelligence and 

the need to place greater emphasis on intelligence capability building, 

rather than risk identification, as you need the former to build the latter.  

To demonstrate the need for intelligence to inform risk, we also need 

to expand on the conceptual tools of Situational Awareness, Critical 

Thought Processing and Adaptive Planning, with an emphasis on 

avoiding the pitfalls of cognitive biases.

Finally, it looks to the application of Risk Intelligence to build Risk 

Libraries as a tool which can be used to develop an understanding of 

the information needs of the current environment, and those of the 

potential environments in the future.  This can then be used against 

the organisation’s understanding of ‘failure’, and how it can become a  

more resilient

Introduction

When considering the value of the concept of a Failure 

Resilient Organisation within the context of an environment 

that is subject to increasing Volatility, Uncertainty, Complexity 

and Ambiguity (VUCA), to understand the importance of the 

application of Risk intelligence is crucial to success.

To do this, we first need to consider what is a Failure Resilient 

Organisation, and secondly, how is Risk Intelligence applied  

in this context.

What is a Failure Resilient Organisation?

The question of what a Failure Resilient Organisations does 

not have a simple answer.  It is not, as some might suggest, just 

a matter of putting in measure to toughen it up.

This is because the definition of what constitutes a failure, and 

what does it mean to be resilient to that failure, is a matter  

for interpretation by each organisation individually. This 

makes the identification and evaluation for each organisation 

a complex situation.  

A ‘failure’, to compare against the dictionary definition “the lack 

of success” (Dictionary.com, 2021), is difficult to define within 

the context of an organisation as what is ‘successful’ is in itself 

a subjective scale, depending on strategic priorities.  The reality 

is that things not occurring as expected is a common everyday 

occurrence, and organisations regularly adapt and change 

course in response.  This in itself does not constitute a failure, 

but it can be seen as part of its ability to resist failure.

What can be identified is the elements of how an organisation 

can determine what it needs to know when making the 

decision of what is a failure in their terms, against what it sees 

as a success, and what that failure means to the organisation it 

terms of harm.  
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While there are many ways to identify, and then go on to 

assess and contextualise this process, the one that provides an 

association with the application of Risk Intelligence (a connection 

that will be made later in the essay) is that of the High Reliability 

Organisation, as defined in the book by Weick and Sutcliffe 

‘Managing the Unexpected’ (Weick & Sutcliffe, 2015).  In this book, 

the authors noted that organisations that sought information 

from a collaborative approach that sought out a wider perspective 

on complex decisions were better able to make sense of their 

situation, and were more likely to have positive outcomes.  

Sense-Making, as a concept, was first expressed by Katz and Kahn 

in their research on ‘The social Psychology of Organisations’ 

(Katz & Kahn, 1978), which introduced the concept of using 

the undertakings and beliefs of the groups within an entity to 

understand the reasons behind their creation.  It is the properties 

of Sense-Making that provide the input that creates the foundation 

of an organisation that is mindful of its environment, and was able 

to adapt to changes as they were occurring.  Weick and Sutcliffe 

(2015) felt that this mindfulness was the essential part of a High 

Reliability Organisation.

The authors of this book also developed a set of principles 

that represented a High Reliability Organisation, based upon 

the concept of Sense-Making, that represented how these 

organisations make themselves Failure Resilient:

They have a Preoccupation with Failure by putting in 

place monitoring processes that monitor when things 

do not go ‘as planned’, what responses were put in 

place, and that take the time to assess to determine  

the root cause.

There is a Reluctance to Simplify Interpretations to 

ensure that they understand the environment in its 

entirety, so that all factors that have the potential to 

influence an outcome are explored.

By being Sensitive to Operations, they ensure that they 

have a level of situational awareness that provides 

them with early indications of changes to their 

external and internal environments that may affect  

the ability to achieve outcomes.  

A Commitment to Resilience by ensuring that potential 

changes are assessed and mitigations, if necessary, are 

put in place so that impacts to objectives do not lead  

to failure.

They are organisations that have a Deference to 

Expertise that acknowledges that not all capability 

rests within the organisation, and will seek out 

knowledge from eternal sources.

It is the application of these principles, in a mindful way, that 

allows an organisation to make sense of its environment 

so that it can deliver on its objectives in a manner that is 

reliable, regardless of impact.  

As a result, in its efforts to become a High Reliable 

Organisation, it has become resilient to failure in both its 

ability to avoid and reduce the potential, but also be able to 

respond quickly by being well prepared.

Risk Intelligence

There is no single definition regarding Risk Intelligence.  

There are those whom propose definitions such as the 

“capacity to learn about risk from experience“ in an effort 

to mitigate threats (Apgar, 2006), and there are others that 

look at the “identification, analysis, assessment, control and 

avoidance, minimisation or elimination of unacceptable 

risks” (Buinessdictionary.com, 2020).

These definitions, and various other similar versions, all 

place too much focus on the definition of the word ‘Risk’, 

and as such focus on the aftermath of the realisation 

of risk, and less on the prevention of said risk.  What is 

forgotten is that the purpose of intelligence is to inform an 

organisation so that it can appropriately prepare, by giving 

it the opportunity to understand the cause of the risk – as 

noted in this definition of intelligence, “global capacity of 

the individual to act purposefully, to think rationally, and to 

deal effectively with his environment” (Wechslet, 1944).  

This latter definition is more in alignment with the context 

of the application of mindfulness and sense-making in a 

form more aligned to emotional intelligence, rather than 

the traditional risk concepts as discussed in the paper titled 

‘What is Risk Intelligence’ by Dr Schneider, Dr Johnston and 

Ms Down from Risk2Solution (Schneider, Johston, & Down, 

2017).  As noted in this article, much of what defines a High 

Reliability Organisation in its endeavour to make itself 

Failure Resilient is similar to that of this concept of Risk 

Intelligence.

This can be expanded on by considering those principles 

that define the High Reliability Organisation, where there 

is a focus on putting in place the resources to monitor its 

internal and external environments, so that it can effectively 

and efficiently collate the data required to make informed 

analysis that can be used to identify risk.

As a result, in its efforts 
to become a High 

Reliable Organisation, it 
has become resilient to 
failure in both its ability 
to avoid and reduce the 

potential, but also be 
able to respond quickly 
by being well prepared.
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As a result of the application of these principles, High 

Reliability Organisations can be often seen to be 

implementing a common set of conceptual tools that assist 

in the development their Risk Intelligence:

•      The establishment of monitoring and data 

collection capabilities to established Situational 

Awareness from the environmental inputs in 

order to identify potential failures, and to ensure 

that changes to the organisation can be identified 

as early as possible. 

•      The capability to apply Critical Thought 

Processing to collected data in a manner that 

acknowledges potential sources of cognitive 

bias, so as to ensure that analysis of data is not 

simplified, and that suitable expertise is available 

to make educated judgements.

•      Has introduced and developed Adaptive Planning 

skills to allow it to rapidly adjust organisational 

responses to environmental inputs, which 

demonstrates a sensitivity to those influences and 

a commitment to ensuring that they have minimal 

negative impact on objectives.

The application of these principles relies on two elements 

for the success use of Risk Intelligence.  Firstly, is the 

empowerment of social leadership in individuals that have 

expertise. As a capability, this does not come naturally 

as the ability to manage stress, and the corresponding 

adrenal response, often triggers an emotional response to 

a problem rather than one based upon logic.

As noted by Kelly Coker (2020), to manage this capability 

requires individuals to understand how the  Antecedent 

Behavior Consequence Model, and the Reticular 

Activating System within the human mind manages the 

‘neural seesaw’ between the Type 1 (Emotional) and Type 

2 (Logical) manner in which the brain perceives, and places 

cognitive biases against the information presented to it 

when the Reticular Activating System is placed under 

stress – which then leads to emotionally influenced Type 

1 based decision making (Kelly Coker, 2020).

Secondly, is the element of timeliness which comprises 

of two aspects, sufficiency, and intuition.  Sufficiency 

considers the processes that collect, analysis and deliver 

the Risk Intelligence need to be developed well enough 

in advance to ensure that bias and simplification, both of 

which are hallmarks of a brain in a Type 1 thinking state 

(Kahneman, 2011), are not influencing factors.  Intuition 

is the acknowledgment of giving those responsible for the 

outcomes the ability to make decisions.  By providing a 

means to utilise the Risk Intelligence, to support informed 

intuitive judgements, when the requirements do not 

provide the luxury of time to consolidate and collect all 

the required data.

With the understanding that a Failure Resilient 

Organisation is about building an assessment of the 

internal and external environments, we can see that the 

application of Risk Intelligence is the corner stone.

Application of Risk Intelligence

One of the best examples of the practical use of Risk 

Intelligence is the construction of an Organisational 

Risk Catalogue.  The Risk Catalogue for an organisation 

is derived from an understanding of its objectives at the 

strategic level, and their application at the operational 

level, and is an essential building block in the building of 

Presilience (Presilience, 2021).  The concept of Presilience 

as defined by its creator Dr Gav Schneider in his book ‘Can I 

See Your Hands’ (Schneider, 2017).

Noting that a Rick Catalogue and a Risk Register are very 

different concepts, with very different purposes, the 

Register is a summary of risk analysis within the context  

of an individual risk assessment, whereas a Catalogue is 

based upon a process of discovery prior to the assessment 

being undertaken.  

The benefits derived from a Risk Catalogue are best 

demonstrated by understanding the process by which one 

is constructed.  This will also demonstrate the connection 

with Risk Intelligence, and its central importance to the 

delivery of successful outcomes.

With the value established from the Enterprise Risk 

Assessment for the operational functions and assets, we 

now have a situation where the process to identify Risk 

Events and Hazards (as defined by the ISO 31000:2019 

standard) can be catalogued into a series of libraries that 

relate to each function and asset.  Further, we can look to 

establish libraries for specific contexts that are reoccurring.  

To establish each of these libraries, we need to utilise our 

knowledge of the environment to determine what the 

range of potential ‘occurrences or change of a particular  

set of circumstances’ (ISO, 2018) that can occur to a 

function and asset.  

In many ways the process can be described by the famous 

speech by Secretary of Defence Donald Rumsfeld  to the 

Pentagon in which he said “because as we know, there are 

known knowns; there are things we know we know. We 

also know there are known unknowns; that is to say we 

know there are some things we do not know. But there are 

also unknown unknowns—the ones we do not know we do 

not know. And if one looks throughout the history of our 

country and other free countries, it is the latter category 

that tends to be the difficult ones” (Rumsfeld, 2021).

Using Risk Intelligence to provides us with the opportunity 

to identify and develop the information sources that will 

allow us to take an ‘unknown unknown’ environment 

and Risk Events, and then develop a library of ‘known 

unknowns’.  Noting that the process is not to evaluate them 

to determine their likelihood/consequence, but just that the 

Risk Event is relevant for latter consideration.  The next step 

is to identify the various Hazards that reflect the potential 

”element which alone or in combination has the potential to 

give rise to risk” (ISO, 2018).  This allows us to identify what 

sources of information are required to feed information 

into the development of the Risk Events.  

This development of information sources is critical to the 

effectiveness of the Catalogue as it provides a basis for the 

determination of what information is required, so that the 

assessments of likelihood/consequences can be undertaken 

in the context of future Risk Management Plans.  

The Catalogue is often, but not always, a development 

from the Enterprise Risk Assessment, which defines the 

organisational objectives that in turn provides the bases by 

which the functions and assets that support operations can 

be valued.  The benefits from this are that the organisation 

has the ability to develop the analysis processes that allow 

it to determine the information sources needed to collate 

an understanding of its threat and vulnerability sources.  

More importantly, it does so in a more timely manner so 

that the analyse can be provided with ample opportunity to 

put mitigations into practice in a preventative rather than a 

reactionary manner.

With the understanding that a 
Failure Resilient Organisation is 

about building an assessment of the 
internal and external environments, 
we can see that the application of 

Risk Intelligence is the corner stone.

The benefits derived from a Risk 
Catalogue are best demonstrated 

by understanding the process 
by which one is constructed.  

This will also demonstrate the 
connection with Risk Intelligence, 
and its central importance to the 
delivery of successful outcomes.

39



40 41

There are two further benefits that can been gained from 

the construction of the Risk Catalogue for an organisation.  

Firstly, the process of information identification, analysis 

and the development of Risk Events and Hazards can be 

incorporated into the review and monitoring process of the 

Risk Management Plan.  This assists in ensuring that the 

process has the ability to identify new and emerging threats 

and vulnerability sources.

Secondly, the hardest part of any Risk Assessment is  

starting the Risk Event identification process.  The 

questions around what information do I need, and what Risk 

Events and Hazards should I include, are key hurdles that 

can intimidate less experienced practitioners.  A central 

tenant of Risk Intelligence is to provide an opportunity to 

learn from the historical analysis of risk, and the catalogue 

provides newer practitioners with a foundation of analysis 

to begin their assessment.

What makes a Failure Resilient Organisation?

So, to answer the question as to what makes an Organisation 

Failure Resilient?  We could use the obvious answer that 

it’s about ensuring that we have the 5 P’s in place (Proper 

Planning Prevents Poor Performance) to ensure that it has 

the opportunity to consider risks in a timely manner, but 

that would not tell the whole story.

What this fails to acknowledge is that in a VUCA world 

we are now being presented with ever increasing ‘Wicked 

Problems’, as defined by Horst Rittel and Melvin Webber 

(Cooper, 2021), and we need to acknowledge that Prior 

Planning is not in itself enough to present solutions.

These problems are defined by their ever-changing nature, 

and the lack of ongoing solutions and complexity shows 

that we need to be able to move our thinking toward adding 

another ‘P’ (Prior) to the methodology by the application of 

Risk Intelligence.  By using tools like Risk Catalogues, we are 

acknowledging that we need to ensure we have the right 

means by which we can make sense of our environment and 

our mitigations, and to ensure that when those situations 

where the risk is realised do occur, we are prepared to 

respond to failures in a timely manner, and most importantly 

to learn from them.
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The launch of the recent Matrix: Resurrections movie provides an ideal opportunity 

for risk professionals to either revisit, or perhaps ask themselves for the first time, 

the question “have I been red-pilled or blue-pilled?”

Whilst this may sound somewhat dramatic, let’s explore the implications of what has 

become a popular culture metaphor that represents the choice between embracing 

the truth of reality (red pill) or the ignorance of illusion (blue pill). Before we start, 

however, I am not suggesting that we are plugged into the matrix. What I am asking 

is whether we are mindful of the processes and influences that can, and do, directly 

impact our risk-based decisions. Indeed, I am asking you to reflect on whether we 

make informed decisions or influenced decisions.

Whilst many will know the answer to this question based on the psychology 

of decisions alone, it is not the answer per se that I am interested in, but rather a 

reflection on the issues that underlie it. 

In addressing these issues, the current world in which we find ourselves provides 

more than an ample range of matters to reflect on. Ranging from the COVID-19 

virus and vaccination programs, to whether the world is flat or a globe, each issue 

is arguably associated with a relative truth…..and I ask those readers who just rolled 

their eyes to bear with me for a moment. I am not seeking to offer an opinion on any of 

these issues, but rather to ask the reader to unpack their own opinion – on these, and 

any other “fact” that we hold to be “true”. I am seeking to make the reader comfortably 

uncomfortable in considering and evaluating their own reality…their own truths.  

RED PILL. BLUE PILL. 
(PART 1)
BY DR PAUL JOHNSTON F.ISRM RPP

What is truth?  

This question has troubled mankind for millennia. Why is this 

so challenging? Surely, we can just refer to the common or 

collective knowledge of the world in which we live, and be 

comfortable in the truth that such represents. But is that 

sufficient? In most instances, it is probably safe to say “yes”, 

but in others, we find a range of opinions and vastly different 

conclusions apparently drawn from the same data. 

In this sense, personal truths can be found where an 

individual’s beliefs and knowledge intersect. When it comes 

to fundamental quantitative matters such as 2 + 2 = 4, I 

daresay we can reach an agreement. But, when it comes 

to more complex qualitative issues, such as defining the 

relationship between mankind and the environment, the 

sense of an absolute truth may be more challenging to define. 

This is where we particularly need to ask ourselves whether 

we are being informed or influenced? The answer may be the 

same in either case. But if we don’t interrogate the process, 

how can we be so sure of the integrity of the outcome?

Informed or influenced? 

Data interrogation is something we do not do as frequently 

or as thoroughly as we should. The quality of our decision will 

not only depend on the quality of the data, but also the filters 

and lenses that we then apply to the same. The consideration 

of the issues associated with this is where we can find the 

answer to whether we are being informed or influenced. 

To differentiate between “being informed” and “being 

influenced”, I offer the following definitions:

Being informed refers to explicit or overt delivery of 

information, in which clear language and communication 

is employed. This relates to the principles of cognitive 

psychology, and people overtly understand that they have 

been informed. In general terms, they regard the information 

received with objective credibility. 

Being influenced, however, refers to a far more subtle process 

in which people may not be overtly aware of the relationship, 

point of reference, and value that they may have developed 

towards an idea of concept. This relates more to the 

principles of social psychology, and the credibility attributed 

to information in this sense is more subjective in nature.   

The question of which is more “powerful” is where the 

challenge lies, and where we start seeing a divergence in 

individuals’ relative truths – even on issues that may be 

regarded as being absolute in nature. 
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Relative truths

Hence we return to the question as to what a “truth” really 

is. Personal values and the very delivery of information 

impact heavily on this. Regardless of what we like to tell 

ourselves, “who” told us and “how” they did it are both 

crucial considerations on what information is actively 

received, how it is regarded, and how we then employ the 

same in our subsequent decisions and actions. It is a simple 

fact that we are all biased one way or another – the key is 

to be mindful of this, and to be aware of how the underlying 

dynamics work. 

Unfortunately, I do not have the space to address this fully 

in this context, but I do want to raise some key factors for 

your reflection, and to promote an increased awareness 

of those dynamics involved (issues which I will seek to 

address further in Part 2), as opposed to providing definitive 

answers….to which the reader will undoubtedly apply their 

own personal lenses in any case.  

When we speak of data interrogation, the issues of data 

reliability, validity and comparability come readily to mind. 

After all, this is the means by which we initially assess the 

quality of the data that we are presented with. What I am 

referring to are the psychological processes that then kick-

in and contribute to not only our assessment of the former, 

but also to how we interpret the same on a personal level. 

In short, I am referring our own biases and heuristics – those 

cognitive shortcuts and rules-of-thumb that we apply when 

choosing which data source to listen to, and the credence 

that we attribute to them. I am also referring to the cognitive 

process and structures that essentially direct our attention, 

with these ranging from the Reticular Activating System 

(which directs our attention to those issues which are of 

interest to us, or that could do us harm) and Broadbent’s 

Filter Model of Attention (which is concerned with the issue 

of selective attention, given that we process information 

with limited capacity, with the selected information being 

processed early and with priority), to the principles of 

persuasion as defined by Dr Robert Cialdini (practices 

that can be used to significantly increase the chances 

that someone will be persuaded by you – namely those of 

reciprocity, scarcity, authority, consistency, liking, social 

proof and unity) and emotional intelligence as defined by 

Daniel Goleman (practices to recognise one’s own emotions 

and those of others, and how to employ the same to guide 

thinking and behaviour – namely self-awareness, self-

regulation, motivation, empathy and social skills). 

These, and similar, mechanisms have long been used by those 

seeking to influence others, with both positive (i.e. public 

safety officials) and less than desirable intent (i.e. criminals 

and cult leaders). I will let the reader allocate politicians to 

which category they think best. The principles remain the 

same – the difference between facilitating an exchange of 

information and manipulation is that of intent, which in 

itself can be difficult to determine due the very nature of 

how our cognition and personal risk related senses. That is 

why our sense of reality and our relative truths both vary on 

both a micro and macro scale.

Reality

If this makes the ability to determine truth from 

falsehoods, and risks from opportunities, sound difficult, 

that is my point. Be mindful that our reality is essentially 

our perception of reality – particularly when we speak of 

complex issues or wicked problems. The manner in which 

we receive, process, store, and retrieve information 

relating to such things is a highly complex, and 

(unfortunately) relatively unreliable process – and that 

can be employed to influence our decisions significantly. 

We need to enhance and maintain our awareness of 

these complexities, and to apply critical thinking and 

analysis to key issues, even to those that seem apparent. 

Indeed, we need to regularly reflect on, and review, our 

world view – our sense of reality and what we regard 

to be “normal”. Easier said than done, the result may 

surprise you in terms of the clarity this provides.

What’s next?  

When we ask ourselves whether we have been “red-

pilled” or “blue-pilled”, we give ourselves the opportunity 

to pause and reflect on the narratives and messaging 

that we are exposed to on a personal, organisational, 

and societal level. I am not suggesting that you become 

a “conspiracy theorist”, and that is an easy rabbit-hole 

to go down. Rather, I am encouraging you to become a 

truly critical thinker – and to ask of yourself “have I been 

informed, or have I been influenced?”….“have I been red-

pilled, or have I been blue-pilled?”
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We return to the question as to what 
a “truth” really is. Personal values 

and the very delivery of information 
impact heavily on this. Regardless of 
what we like to tell ourselves, “who” 

told us and “how” they did it are 
both crucial considerations on what 

information is actively received, 
how it is regarded, and how we then 
employ the same in our subsequent 

decisions and actions.
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STRATEGIC OPERATIONS IN 
THE NEW NORMAL
By Ron Amram

The modern operating environment is unlike any 

experienced in history, and is described as VUCA (volatile, 

uncertain, complex, and ambiguous). A VUCA environment 

has continuous, rapid, and unpredictable changes, complex 

and global networks, and a lack of clear cause and effect 

relationships to inform organisational decisions, at both 

strategic and operational levels (McCaughey, Beckmann, 

Schneider, & Down, 2017) . As Weick and Sutcliffe 

explain, “we have to act in situations we can’t possibly 

understand. And the reason we can’t understand them 

is because all of us must apply limited conceptions to 

unlimited interdependencies.”  (Weick & Sutcliffe, 2015, 

p. 3) –  characteristics that have resulted in a fundamental 

shift towards strategic partnerships, supplier integration, 

agility, flatter organisational structures, and effective and 

rapid integration as essential organisational strategies 

(Bayraktar, Jothishankar, Tatoglu, & Wu, 2007) .

In such a complex, fast-paced, increasingly competitive 

and networked global economy, strategic operations 

management is crucial to sustainable, competitive 

advantage, and can be seen as a uniting function of 

multiple organisational functions and spans outside of the 

organisation into its supply chain and stakeholders (Brown, 

Bessant, & Jia, 2018) .

This observation demonstrates the critical importance 

of the connection between operations and strategy. 

Strategy refers to the long-term goals of the organisation. 

Operations relate to the short-term and ongoing supportive 

functions that enable the implementation and achievement 

of strategic goals. An operations strategy therefore “aims 

to ensure that key operational management activities are 

performed better than rivals so as to provide support for 

the overall strategy of the firm as well as serving as the 

firm’s distinctive competence”  (Lowson, 2002, p. 38) .

It is noted that the achievement of operational performance 

goals is strongly influenced by culture and the way 

strategies are interpreted and aligned with competitive 

priorities (McCradle, Rousseau, & Krumwiede, 2019) . Both 

operational and overall strategies must therefore be clearly 

communicated and understood within the firm (Schneider, 

Sinclair, Najem, & Beckmann, 2018) . Despite this important 

connection, however,  over 66% of senior managers and 

executives, and roughly 84% of frontline employees, do not 

understand the important of the link between strategy and 

operations (Sull, Homkes, & Sull, 2015) .

The Hayes and Wheelwright Four Stage model is an excellent 

tool to identify the effectiveness, efficiency, aspirations and 

focus of the connection between operations and strategy 

at an individual, team, and organisational level. Although 

several decades old, and developed with manufacturing in 

mind, the model holds true in a modern context and across 

service industries just as well. The model is illustrated in 

Figure 1 below:

 Figure 1: Hayes and Wheelwright Four-Stage Model1

The four stages of the model are as follows:

Stage 1 (Internally neutral) – at this stage the 

organisation is underperforming operationally, 

compared to market and/or regulatory 

benchmarks, and tends to be reactive to market 

changes. There can be a myriad of reasons as to 

why operations are underperforming. However, 

the result is the same, and is that the organisation 

cannot maintain a competitive advantage or 

achieve strategic objectives. The aim at stage 1 is 

to achieve internal neutrality –  in other words, 

to arrive at a state where operations don’t have 

a negative impact, don’t hold the organisation 

back, and are performing consistently.

Stage 2 (externally neutral) – at this stage the 

organisation is aiming to maintain performance 

on par with competitors, and industry or market 

best practice. While at this level operations don’t 

hold strategy back, operations do not provide 

a competitive advantage, but allow for the 

implementation of strategy.

Stage 3 (Internally supportive) – at this stage 

operations and strategy become positively 

linked. In other words, operations performance 

is aligned with overall strategy. At this stage 

the organisation can start using its operational 

efficiency to create and capitalise opportunities.

Stage 4 (Externally supportive) – at this stage 

the operational ability of the organisation is 

leading the industry. Operations provide a strong 

competitive advantage, to the point where 

strategy can be developed around it. This is often 

where market innovators and disruptors sit.

 

In a VUCA environment, the link between operations and 

strategy is more critical than ever. The environment in which 

organisations operate has changed dramatically as a result 

of COVID-19, technological leaps, artificial intelligence, 

and more. These have all had a significant impact on global 

supply chains, work culture, consumer behaviour, and more.

Organisations that seek to not only survive, but to thrive, 

in such an environment must examine the link between 

operations and strategy. But more so, they need to examine 

the culture of both, and to remember that the link between 

operations and strategy is, more often than not, people.

The Hayes and Wheelwright model can help identify 

where an individual, team, or organisation sits in 

terms of its operational capability, and draw the link 

to strategy from there. If nothing else, it provides 

an excellent starting point for analysis that can be 

used, over time, to truly transform an organisation. 
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CONTEXT FOR  
THE 21ST CENTURY
By Julian Talbot

All this is occurring against a backdrop of the Internet 

of Things (IoT). IoT describes physical objects that are 

embedded with sensors, processing ability, software, and 

other technologies that connect and exchange data with 

other devices and systems over the Internet or other 

communications networks.  

IoT refers to the general idea of things, especially everyday 

objects, that are readable, recognizable, locatable, 

addressable, and/or controllable via the Internet — whether 

via RFID, wireless LAN, wide area network, or other means.

IoT is expected to integrate technologies related to 

advanced machine-to-machine communication, autonomic 

networking, data mining and decision-making, security and 

privacy protection and cloud computing, with technologies 

for advanced sensing and actuation. Physical objects can 

become part of an information network, whereby they can 

interact with both humans and with each other.

The original internet, based internet protocol version 4 

(IPv4) was developed to manage a maximum of 4.3 billion 

unique addresses. IoT will use the next generation of the 

Internet protocol (IPv6) to scale to accommodate 10 to the 

power of 38 addresses — more than a trillion trillion per 

person. Written in full, that number is :

100,000,000,000,000,000,000,000,000,000,000,000,000

unique IP addresses. If 10 billion people buy 10,000 

items per year for 10 million years, that is still only 

1,000,000,000,000,000,000 items. They could continue 

buying 30 indestructible IoT items every day for 

100,000,000 trillion years before they exhaust IPv6.

We have become accustomed to living with potentially 

catastrophic global risks. Risks such as population pressure, 

pollution, climate change, drought, border disputes, and 

war. Over the decades of a human lifespan, we come to 

accept these things as normal. However, never have our 

challenges been so interconnected and intertwined. It is all 

but impossible to separate such risks from each other, or 

from countless others.

The demographic wave of aging societies creates financial 

and environmental threats as a backdrop to the 21st 

century landscape. In 2010, we reached a global turning 

point, such that, if people continue to retire at age 65, 

there will be always fewer people in the workforce than 

out of it. For many who turn 65 in the next 10 years, their 

life expectancy is likely to be well over 100 years. Funding, 

feeding, and sheltering people is already a problem for  

many nations. Our ageing and growing population will only 

make this worse. 

But it is far from our only challenge. Technology takes us into 

uncharted territory. It will help us solve many problems, but 

it also represents a galaxy of unknown risks and unintended 

consequences. Artificial intelligence (AI) systems can 

already complete limited tasks far more effectively and 

quickly than humans. The first artificial general intelligence 

(AGI), a machine as capable of independent thought and 

self-learning as humans, is only a few years away. If indeed, it 

isn’t already running in a laboratory somewhere. Hot on the 

heels of AGI will come artificial super intelligence (ASI). ASI 

will outstrip human capability and we will delegate much 

of our daily tasks and research to intelligent machines. It is 

unlikely that we will even be able to understand their logic 

and analysis.

When we have one ASI, it can help us solve many problems, 

including climate change, sustainable energy and many 

more. However, such an ASI will need careful management. 

If tasked to solve climate change, it might choose reduction 

of the human population as an obvious solution.

ASI will develop increasingly more intelligent super-

intelligences at an exponential rate. But it begs the question. 

Who will control that ASI? For most of the past 70 years, we 

have enjoyed a bilateral balance of power. But this balanced 

peace may well end soon.

The first organisation or government to develop ASI is likely 

to have a permanent and unassailable advantage as it asks 

ASIs to create even more advanced ASIs. Under the control 

of a benign leader, the results could be dangerous. But in the 

hands of a despot, the consequences would be dire.

“Thousands of years from now, when historians review the past, our ancient time here at the beginning 
of the third millennium will be seen as an amazing moment. This is the time when inhabitants of this 
planet first linked themselves together into one very large thing.… Future people will envy us, wishing 
they could have witnessed the birth we saw. It was in these years that humans began animating inert 

objects with tiny bits of intelligence, weaving them into a cloud of machine intelligences and then 
linking billions of their own minds into this single supermind. This convergence will be recognised as the 

largest, most complex, and most surprising event on the planet up until this time.” – Kevin Kelly [1] 

It took 4.5 billion years for planet Earth to produce primate life forms, and then another 300,000 years to produce 1 billion 

Homo sapiens. In the following 200 years, that number grew to 6 billion. Twelve years later, in 2011, it reached 7 billion people 

and by the end of this century, it is expected to plateau at 11 billion.

That spectacular growth in population brings many benefits. The smartphone, the internet, electric vehicles, and not least of 

all, increases in life expectancy. But it also brings downside risks. Geopolitical instability, pollution, competition for resources, 

pandemic, and many more. 

Some people would suggest that we understand our global risks and we manage them well. Some would argue that we focus 

correctly on what is important. All evidence points to the contrary. [2] Social media and marketing professionals know our 

attention is easily hijacked. [3] The media and politicians divert our attention from critical issues to minor but sensational risks, 

such as plane crashes or medical malpractice.
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The addition of brain implants as man-machine interfaces, 

such as Elon Musk’s Neuralink, means that humans will 

also form part of this IoT. The benefits will be amazing. 

But there is a lot to be legitimately concerned about. 

This interdependent mesh will leave not a single aspect 

of human society, culture, or environment untouched. 

No discussion of this would be complete without a 

nod to perhaps the strongest effect within all this, 

Metcalfe's law. Metcalfe’s Law states that the value of 

a telecommunications network is proportional to the 

square of the number of connected users of the system 

(n²), or n (n − 1)/2, where n equals to number of nodes. 

Essentially, the more entities in a network, the more 

valuable the network becomes. Exponential growth is 

intrinsic to this law. And equally, so is complexity.

In a system where the utility of the network is a direct 

function of the entities already in the system, there is 

a powerful dynamic that tips towards complexity, and 

potentially winner takes all outcomes. Our risk universe 

will expand in the foreseeable future. And yet, because we 

are all parts of a system that already functions at a level 

well above us, the outline of this emerging enormous thing 

remains invisible to us.

All we know is that from its very beginning, it will upset the 

status quo. Fierce pushback, disruption, and unintended 

consequences are all to be expected. What do we even call 

this very large masterpiece? A new life form? At its core, 

billions of humans are already joining an always-on layer 

of connectivity that comes close to directly linking brains 

to each other. Do not mistake this for a Black Swan event 

or events. There are already obvious interdependent risks. 

Risk management is not the only tool we have. But, applied 

correctly, it is perhaps one of our best tools.  

The risks we are managing today pale compared to what is 

coming. Now, more than ever, the world needs competent 

risk management professionals who can advise our leaders 

and businesses. For the good of society, our organisations, 

our environment, and our families. William Gibson said. 

"The future is already here—It's just not evenly distributed". 

Similarly, the context for the 21st century is here—it's just 

not obvious yet.
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Objects connected via IoT will include not only everyday 

electronic devices, but vehicles, equipment, and things 

not ordinarily thought of as electronic at all. Coffee mugs, 

shoes, food, clothing, shelter, tools, materials, parts, and 

subassemblies; commodities and luxury items, landmarks, 

and monuments; all the various items of commerce and 

culture will form the IoT. Against this backdrop, multiple 

networks, AI systems, AGIs, and ASIs will have access to 

or control over elements of IoT, such as cars, household 

appliances, machinery, and power generation.
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The Institute of Strategic Risk Management (ISRM) has 

been established in order to create a global centre where 

practitioners, academics and policy makers can come together 

to share information, help progress and promote the underlying 

understanding and capabilities associated with strategic risk 

and crisis management, and develop their own personal and 

professional networks.

The ISRM has experienced tremendous growth since 2020 due 

to its global network of experts, excellent educational output and 

opportunities, and its unique and collaborative environment. 
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There are multiple membership levels, depending on your budget, 
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