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// FROM THE EDITOR'S DESK - TRANSMISSION 01

AN INTERESTING READ, THIS EDITION SHALL BE —.

WELCOME,

RISK JEDI.

INSTITUTE OF STRATEGIC RISK MANAGEMENT

What better way to introduce our Star Wars themed
edition than to speak like Yoda — arguably (in my
humble opinion) the ultimate risk leader.

hen the idea for this edition was first raised by Brett Dobbie, it
immediately caught my attention, and it appears to have done
the same with authors, as we received over twenty
submissions for consideration. Indeed, as a general rule, we
restrict article submissions to one per author — but on this occasion
we have two authors who submitted four each. We acknowledged that
the force must be strong with them, and so we included all of their

submissions.
DR PAUL JOHNSTON The parallels drawn between strategic risk management and Star Wars
FARPI . FISRH - CHEINSTP . RPP by authors were compelling, and show the power of storytelling in both
JOURNAL EDITOR - ISRM communicating and facilitating risk management. | will let the articles

speak for themselves, and encourage you to embrace your inner Risk
Jedi as you read this edition — calling on a quote by Yoda that refiects
our role asrisk leaders in a VUCAD world...

"In a dark place we find ourselves, and a little
more knowledge lights our way."
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“Always with you, it cannot be done.”

- YODA

RISK, RESILIENCE M
& STRATEGIC
CHOICE. s i

MBA o MGPM
For leaders & rebels — recovery as a deliberate strategic act, in
conditions of persistent volatility. .
ABOUT THE AUTHOR READING TIME CLASSIFICATION
Senior defence industry executive and doctoral 8 minutes - 1,500 words Open - Editorial
researcher specialising in strategic risk, Reviewed - CC BY-NC 4.0

sovereign industrial capability, and supply
chain antifragility within the Australian
defence sector. Former Royal Australian Navy
officer. ’
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ARTICLE 01

RISK, RESILIENCE & STRATEGIC CHOICE

MACKINNELL ISRM GLOBAL JOURNAL

/I ABSTRACT

An examination of how |eaders respond to disruption under conditions of persistent volatility; arguing that recovery trajectories
are shaped not simply by events themselves but by Ieadership risk appetite, cognitive framing, and structural design choices.
Drawing on Sheffi’s disruption curve, antifragility theory, and the strategic implications of economic statecraft, this article
explores why some organisations stabilise below baseline while others achieve post-disruption advantage. Using the Star Wars
-verse, as a celebration of the 50th Anniversary, as a structural analogy rather than mere illustration, the article reframes
constraint as a design challenge rather than a fixed boundary. It argues that, in environments marked by ongoing volatility,
uncertainty, complexity and ambiguity, recovery is neither automatic nor politically neutral. The ascent from disruption is a

deliberate strategic act, using risk as a catalyst for change.

KEYWORDS ANTIFRAGILITY - STRATEGIC RISK - DISRUPTION
AUSTRALIAN DEFENCE INDUSTRY

With these declarations, Y oda offers a caution about allowing
fear to drive action, and equally about the ways hesitation and
other negative emotions limit our capacity to undertake sound
risk analysis and overcome adversity. Understanding the
implications of our decisions, and recognising the chain of
risks those decisions may set in motion, can weigh heavily

- ECONOMIC STATECRAFT - RESILIENCE - SUPPLY CHAINS -

upon leaders and inhibit both the identification of a solution
and its execution.

What qualities, then, enable us to deal with disruption,
undertake a risk-laden activity, make the difficult choice in the
face of potential loss, disgrace, danger and disorder, and till
succeed?

ALWAYS WITH YOU, IT CANNOT BE DONE

poken in quiet irritation as much as instruction, Yoda's
line captures something deeply familiar in strategic
decision-making. His is the voice which appears when
institutions have taken one hit too many, when
disruption has lingered, and when leaders begin to see
only obstacles rather than options. In conditions of
ongoing volatility and strategic strain (today’s VUCA
environment), the sense of impossibility travels with
us. It sits in boardrooms after project announcements,
in program reviews after schedule dlips, and in
government briefings after yet another external shock.
Experience breeds caution; repeated loss sharpens
aversion. Organisations become preoccupied with
avoiding further damage. Yet some leaders,
organisations and alliances still choose to attempt what
appears improbable.

S

That is the real question. Disruption is inevitable. Doubt is
inevitable. But why do some leaders attempt the ascent from
disorder while others consolidate themselves within the
trough?

This is not merely an operational question. It is a leadership
question, and more specifically: arisk question. It is about the
appetite of decision-makers when designing and executing
strategy in the face of disruption, adversity and adversaries.
Star Wars, though born of fiction, offers a surprisingly useful
way to think this through. Empires constrain, aliances
improvise, and victory rarely belongs to whoever has the
neatest spreadsheet. More often, it belongs to those willing to
act before certainty arrives.

CONTINUES OVERLEAF §1 INTRODUCTION
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THE TROUGH IS WHERE THE CHOICE IS MADE

oss Sheffi’s disruption curve remains one of the
clearest ways to understand organisational shock.
Performance declines after a disruption event, reaches
a trough, and then begins to recover. What matters,
however, is that the upward slope is not automatic.
Recovery does not simply occur because time has
passed and everyone has had a cup of tea. It must be
funded, structured and governed.

Y

That moment in the trough is where leadership is exposed.

On one side lies overextension: capital deployed too early,
diversification pursued without capability, growth undertaken
before fragility has been addressed. On the other lies

stagnation: when the contraction of risk appetite becomes so
severe that diminished ambition is rebranded as prudence. Both
are failures of calibration. In one, leaders confuse motion with
recovery. In the other, they mistake retreat for wisdom.

Prospect theory tells us that losses loom larger than gains, and
anyone who has lived through severa rounds of disruption
hardly needs a formal citation to confirm it. After disruption,
scrutiny rises. Boards tighten oversight. Capital becomes
conservative. Metrics grow defensive. The instinct to preserve,
rather than to climb, becomes very strong indeed. Yet the
organisations that recover best are often those willing to invest
while the environment still looks ugly. Thisis not recklessness
or being cocky - It is structured courage.

CONTRACTION CAN FEEL ENTIRELY RATIONAL

aking Luke Skywalker’'s early complaint: “I can’'t get
involved! I've got work to do! It's not that | like the
Empire— hate it—but there’ s nothing | can do about it
right now.” - it is hard to imagine a better summary of
constrained leadership in difficult times. The
controlling system is disliked, the threat is recognised,
but the protagonist does not yet believe that meaningful
movement is possible.

T

This is precisedly how many organisations behave after
disruption. People long for earlier conditions: pre-crisis
stability, less geopolitical tension, fewer compliance hurdles,
more predictable suppliers. However, recovery is rarely
achieved by waiting for yesterday to return. Modern supply
chains recover through redesign, adaptation and collaboration.

That is where the distinction between resilience and
antifragility becomes useful. Resilience is the ability to return
to baseline. Antifragility suggests something stronger: the
ability to gain from disorder (Taleb, 2012). If resilience says,
“We survived the hit,” antifragility says, “We learned from it,
changed our structure, and are now harder to corner.” In Star
Wars terms, Obi-Wan Kenobi provides the most succinct
articulation: “Strike me down, and | will become more
powerful than you can possibly imagine.”

For organisations, that does not mean romanticising crisis. It
means recognising that stress can reveal which dependencies
are intolerable, which structures are too brittle, and which
relationships actually hold when pressure arrives. Antifragility
is not speed for its own sake. It is the deliberate cultivation of
optionality, modularity and relational depth so that volatility
produces |learning rather than collapse.

CONTINUES OVERLEAF

§3 Contraction can feel entirely rational
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/I FIGURE 01
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FIG. 1 - Modified disruption curve showing robust, resilient and antifragile trajectories. Adapted from Sheffi (2007).

Seen through this lens, the disruption curve offers three broad trgjectories. Some organisations prove robust and remain largely
unaffected for a period. Some are resilient and claw their way back to baseline. Others take an antifragile path, emerging stronger
than before. The difference is not simply the severity of the disruption, but whether leadership is willing to treat the trough as
diagnostic rather than terminal.

THE DARK TIMES AND IMPOSED LIMITATION

hen Obi-Wan says, “ That was before the dark times, before the Empire,” he identifies a shift that matters greatly in

W strategic settings: the environment itself has changed. Not al disruption is accidental. Sometimes it is structural.
Sometimes the operating environment is shaped by coercive power, regulatory tightening, sanctions, export controls,
strategic competition and deliberate constraint. In such conditions, disruption is not a single event from which one
simply recovers. It isthe condition in which one must operate.

CONTINUES OVERLEAF - 84 The dark times and imposed limitation 010
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/I FIGURE 02
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FIG. 2 - Permacrisis curve: imposed limits of resilience and antifragile ascent under persistent constraint

This is where Star Wars remains so useful. The Empire does
not merely win battles. It constrains movement, controls
industrial capacity, dominates routes and narrows the freedom
of systemsto act on their own terms. The Rebels survive not by
matching Imperial scale, but by distributed adaptation: mobile
bases, decentralised networks, alliance-building, intelligence
gathering, and the exploitation of structural vulnerabilities in
larger systems.

The analogy holds rather well for organisations operating
under modern economic statecraft. Recovery cannot simply
mean returning to the very arrangements that created
vulnerability. Organisations must cultivate optionality. They
must diversify supply networks (Nikookar et a 2021, 2025),
strengthen trusted partnerships, invest in sovereign or
near-sovereign capability where strategic exposure is
intolerable, and redesign systems for a world in which the
“dark times’ may persist rather longer than everyone had
hoped.

This is especially relevant in the Australian defence industrial
base. Here, supply chains sit inside alliance commitments,

export control regimes, strategic competition in the
Indo-Pacific, and increasingly demanding compliance
architectures. The pandemic exposed fragilitiesin logistics and
concentrated manufacturing. Semiconductor shortages and
maritime disruption reinforced the lesson. More recently,
intensified geopolitical competition and technology denial
regimes have made it abundantly clear that volatility is not
simply episodic. It is structural.

The temptation, naturally enough, is to shrink within the
trough: minimise exposure, narrow ambition, comply carefully
and call caution maturity. Yet over-consolidation can become
its own form of decline. Firms that interpret imposed limitation
as permanent impossibility risk eroding capability, losing
workforce depth, and mistaking passivity for strategy.

Strategic leadership therefore requires a rather important
distinction: what is genuinely impossible under prevailing
conditions, and what is simply constrained by current
arrangements? Structural impossibility requires redesign.
Imposed limitation invites strategy.

CONTINUES OVERLEAF

85 Leadership, not mere administration
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LEADERSHIP, NOT MERE ADMINISTRATION

an Solo, for all his charm and visible preference for
self-interest, offers a surprisingly useful model here.
He begins as a mercenary, skeptical of causes and
unimpressed by impossible odds. But over time he
shifts from self-protective scoundrel to committed
participant in a larger effort. It is not that he becomes
naive. Quite the reverse. He simply accepts that
survival, and perhaps decency, require more than
clever evasion.

H

So too with organisations. The ascent from disruption depends
not only on systems and capital, but on leaders willing to move

beyond defensive administration. Some recent research in
Australian defence industry contexts suggests that leaders who
are more willing to invest during disruption often share several
traits: tolerance for ambiguity, identity anchored in mission
rather than quarterly appearance, and comfort with structural
volatility. They are more likely to frame disruption as stimulus
for adaptation rather than as a sign to bunker down.

That does not make them reckless. It simply means they do not
regard every poor set of odds as an instruction to stand still.

INCLUSION IS NOT DECORATIVE

he willingness to attempt what “cannot be done’ is
rarely grounded in individual heroics. Star Wars may
occasionally indulge in chosen-one theatrics, but most
of its actual successes come from codlitions,
improbable partnerships, dissenting views and people
noticing things others miss.

T

In organisational terms, that matters. Cognitive diversity is not
a social add-on. It is strategic infrastructure. Homogeneous
teams under stress can converge rather quickly upon defensive
strategies and call it realism. Diverse perspectives broaden

scenario thinking, reveal blind spots and increase the chance
that opportunities are seen alongside risks.

If organisations want the equivalent of Jedi thinking, they must
permit unconventional ideas to be aired without immediate
dismissal. They must create psychological safety for challenge,
foster cross-functional collaboration, and support leaders who
can remain calm without becoming inert. In sectors shaped by
economic statecraft and persistent disruption, that diversity
must also include geopolitical literacy and the ability to read
systems, not merely individual transactions.

CONTINUES OVERLEAF
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THE IMPLICATION FOR STRATEGIC RISK

LEADERS

or dtrategic risk practitioners, the lesson is

F straightforward enough. Disruption should not be
treated only as damage to be absorbed. It should also be
treated as a diagnostic examination. What has been
revealed? Which dependencies matter most? Where are
the structural weak points? What old assumptions have
just failed?

We learn that risk appetite should not automatically shrink
after loss. It must be recalibrated, certainly—but not collapsed.
The challenge is deliberate exposure: enough investment in
redundancy, modularity, relationships and sovereign
alternatives to enable gain, without tipping into chaos.

THE PATH IS A CHOICE

Y

oda's wisdom endures because it names something
real. The problem is not doubt itself; doubt is endemic
in disrupted environments. The problem is what
leaders do with it. Some alow doubt to contract
strategic ambition. Others absorb it into disciplined
risk calibration and move anyway.

“Do or Do not. Thereisno Try.”

The destruction of Alderaan cannot be undone. The dark times
do not disappear because one pines for pre-Imperial normality.
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/I ABSTRACT

Strategic risk is usually framed in terms of failure and explained through deficits in information, capability, governance, or
technology. This article argues these views whilst relevant are simplistic, incomplete and avoid responsibility, many strategic
failures are more fundamentally epistemic and philosophical. Such views arise from embedded organisational assumptions about
uncertainty, authority, legitimacy, and control. Using Star Wars as an interpretive lens, the article analyses three governance
archetypes: The Empire, The Republic and Jedi Order, and The Rebel Alliance. The Empire represents authoritarian control and
technological supremacy. The Republic and Jedi represent ethical legitimacy and procedural order. The Rebel Alliance
represents adaptive decentralisation and resilient learning. Drawing on 1SO 31000, COSO ERM and existentialism (Camus,
Nietzsche & Sartre). The paper argues that strategic resilience emerges not from control or ethics aone, but from systems
capable of revising assumptions, distributing judgment, and transforming under pressure. Strategic risk, on this account, is not
merely exposure to threats but a divergence between institutional worldview and lived experience.

INTRODUCTION

T

his poignant quote from The Phantom Menace captures
apsychology of areal-world escalation and institutional
dynamic: fear narrows interpretation, distorts judgment,
and prepares institutions as much as individuals to act
in ways that intensify the very conditions they seek to
prevent. Strategic risk is predominately framed as a
technical problem. Failures, attributed to insufficient
intelligence, weak controls, poor coordination, or
antiquated capability. These explanations matter,
however, are the visible fractures much further
downstream. Institutions do not merely process
information; they interpret and accept uncertainty
through assumptions about power, order, legitimacy,
and control. When those assumptions harden into
ingtitutional identity, strategic failure can occur even
where data, governance structures, and technological
capability excel. 1SO 31000 explicitly frames risk
management as something that should be integrated
into governance, leadership, decision-making, and
continual improvement, while COSO’'s ERM guidance
links risk to strategy and performance.

“Fear leads to anger, anger leads to hate, hate leads to
suffering”

The emphasis of this piece is that many strategic failures are
epistemic before they are operational. Institutions fail not only
because they lack information, but because their ideology
prevents recognising, interpreting, or acting on the relevant
information readily available to them. Therefore, strategic risk
is not merely exposure to threats, but the known divergence
between the strategic assumptions and the reality those
assumptions are meant to govern.

Star Wars provides an ideal lens to consider these assumptions.
Officia canon presents The Empire as an enduring system of
fear, military might, symbolised through the Dezath Star(s). The
Republic is embodied as a democratic union governed by the
Senate with Jedi Knights serving as peacekeepers. Finaly, and
most importantly The Rebel Alliance demonstrates a coalition
emerging from disparate factions, coordinated through a High
Command that encourages open discussion and debate.

There's areason Star Wars still feels relevant: It's a mirror of
how contemporary power thinks and acts, how institutions
justify choices, and how societies misread risk until it becomes
irreversible. Strip away the lightsabers and the force you're left
with a set of governance archetypes that are ubiquitous from
boardrooms to parliaments, from critical infrastructure to
geopolitics to societal hierarchies.

The core claim presented is that resilient institutions are not
those that maximise control, nor those that rely on legitimacy
alone, but those capable of reflective and foresight adaptation.
The Empire fails because it mistakes domination and the
perception of control for security. The Republic and Jedi fail
because they mistake legitimacy for strategic excellence. The
Rebel Alliance defies control because it accepts uncertainty
without sacrificing collective agency. Considering this
archetype through the attitude of Camus, it is revolt without
guarantees. Through the tenets of Nietzsche's true intent, it is
self-overcoming through adversity. The result is a model of
strategic resilience grounded in adaptive learning, distributed
judgment, and the capacity to transform pressure and
complexity into adaptive capability.

CONTINUES OVERLEAF §1 INTRODUCTION
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The central thesis: Strategic resilience belongs
not to the most powerful or the most ethical
system, but to the system most capable of
learning.

STRATEGIC RISK BEYOND FRAMEWORKS

ontemporary risk frameworks encourage integrated
governance and decision-making models combined
with facets of psychology. 1SO 31000 states that risk
management should create and protect value and be
embedded within governance, leadership, planning,
reporting, policies, values, and culture. COSO’s ERM
guidance similarly treats risk as integrated with
strategy and performance rather than as a stand-alone
control function.

C

Despite these being ‘sophisticated’ frameworks, they remain
philosophically barren. They recognise culture matters but are
less explicit about how culture is comprised by assumptions
about certainty, truth, power, and responsibility. This absence
matters because strategic risk is interpretive before it is

procedural. Institutions act on what they believe redlity to be,
and those beliefs shape what is deemed a threat, opportunity,
what isignored, and what actions are appropriate. Strategic risk
is therefore fundamentally flawed when treated primarily as an
external condition rather than a function of institutional
sense-making.

The problem is therefore duality of technical limitations and
intentional institutional seclusion. A system can possess
extensive data, mature controls, and extensive governance
while remaining strategically blind if disagreement is unsafe,
assumptions are unchallenged, and identity is protected more
fiercely than redlity is confronted. From this perspective, risk is
not merely an external condition. It is a function of how
institutions construct reality.

ALLEGORY AS A MIRROR OF GOVERNANCE: WHY

STAR WARS?

C

onceptual and interpretive, this article does not claim
that Star Wars establishes an empirical benchmark.
Rather, it uses official canon as a narrative to direct
recurring governance archetypes present in the
real-world, strategic risk and institutional failure. The
relevance? Fiction often exaggerates structural
tendencies that real institutions obscure beneath
procedure and technical language, procedura
compliance and authoritative assurance.

Star Wars is particularly fitting, not only a story about power,
conflict, redemption and salvation, more subtly it is a story

about the decay and transformation of systems of order. The
Empire, Republic and Jedi, and Rebel Alliance can therefore be
treated as ideals of control, legitimacy, and adaptation. Each
embodies a different philosophy of uncertainty and a different
rel ationship between power, truth, and resilience.

These archetypes reveal recurring strategic postures that persist
across public administration, corporate governance, national
security, and societal systems. They offer a mirror, not a
framework.

CONTINUES OVERLEAF
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THE EMPIRE: AUTHORITARIAN CONTROL,
CONCENTRATED FRAGILITY AND EPISTEMIC

CLOSURE

he Empire represents the high-control model, ruling
T through fear, military domination, regional governors,
and the Death Star. Power, in this frame, is conceived
as the capacity to eliminate uncertainty through
domination of territory, populations, narratives, and
even probability itself. The Death Star is therefore not
merely a weapon but an epistemic statement: that
reality can be made predictable through sufficient force.

From a risk perspective, this is fatal. Authoritarian systems
tend to overvaue signa conformity and undervalue anomaly
detection. Data flows upward only if it confirms expectations.
Disagreement is treated as insubordination rather than
intelligence. The Empire therefore does not suffer from a lack
of information but from a corrupt relationship to information. It
cannot tolerate ambiguity because ambiguity implies loss of
control, and loss of control threatens identity.

This posture exists for a reason; it has obvious strengths which
are reflected in real world structures. Centralised power can
accelerate decisions, simplify command, and project unity,
particularly in times of crises. The promise is seductive:
standardise everything, suppress disorder, and uncertainty

disappears. This speaks to one of Vader's most poignant
statements:

You don't know the power of the dark side

However, weakness emerges when control becomes, the
worldview. Ingtitutions grounded in control and command
often confuse compliance with truth and silence with stability.
Risk does not disappear, it is distorted, thus harder to articul ate.

Strategically, this creates concentrated fragility. The Empire is
insurmountable against known threats and scalable force, yet
brittle to novel and asymmetrical risks. A single disrespected
weakness collapses the entire system. Centralisation
accelerates decision-making but annihilates learning.

Philosophically, the Empire can be linked to a shalow
application of will to power: power externalised as coercion,
subjugation, and technological domination. It seeks domination
of the environment while lacking domination of its own
assumptions. Its failure is therefore not only mora but
structural. When control isworshiped, adaptability fades.

CONTINUES OVERLEAF
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THE REPUBLIC AND JEDI: LEGITIMACY AND

INTERPRETIVE DECAY

f the Empire covets control, the Republic and Jedi embody

I vanity in legitimacy. The Republic is presented as a
democratic union administered through a Senate, with the
Jedi acting as peacekeepers and protectors of justice and
order. The Senate debates endlessly, becoming a proxy for
responsibility. Action is deferred in the name of process,
even as the strategic environment accelerates around it.
Each concession is justified, documented, and legitimised,
until democracy is eroded with legitimacy itself becoming
the vessel of authoritarian rule.

This model is normatively stronger than the Empire's.
Legitimacy matters because it restrains unfettered power and
provides moral orientation. Legitimacy, however, can aso
become negation. Institutions that define themselves through
ethical vocation and procedure may begin to assume that moral
identity is itself a form of strategic competence. Risks are
acknowledged, but often absorbed into boardroom and
strategic discussion, tradition, and inherited norms that adapt
too slowly to a changing environment.

The Republic’'s vulnerability is virtue without sufficient
reflexivity, like The Empire. It becomes attached to its own
legitimacy and therefore less capable of recognising when the
environment surpasses policy and procedures. The result is not
sudden catastrophic collapse, but slower failure through
institutionally rigidity. They are unable to compete with a
rapidly changing political reality. Form survives longer than

substance. Emergency powers are normalised incrementally.
Formal structures remain intact while their substance decays.
The institution retains the appearance of legitimacy as its
strategic foundations crumble.

The Jedi mirrors this from a philosophical plane. Their
orientation resembles Stoicism and virtue ethics: discipline,
restraint, detachment, and duty. Yet this same moral structure
can produce structural and equilibrium bias. When tradition is
overvalued, foresight can become too closely tied to inherited
expectations rather than hypothesis, experimentation, or
challenge. The assumption that the future will resemble the
ethical symmetry of the past. Institutions then become adept at
preserving identity while losing touch with changing
conditions. Discipline and restraint are strengths, but an
institution too attached to its own moral identity can become
strategically rigid. Process becomes a proxy for vigilance,
deliberation a substitute for adaptation. In this sense, the
Republic and Jedi fail not because legitimacy is unimportant,
but because legitimacy without adaptive vigilance becomes
fragile.

Thus, the Republic and Jedi fall not because legitimacy is
unimportant, but because legitimacy without learning becomes
a liability. When mora confidence replaces epistemic
curiosity, institutions become unable to evolve without first
experiencing catastrophe.

CONTINUES OVERLEAF
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THE REBEL ALLIANCE: REVOLT WITH

SELF-OVERCOMING

T

he most resilient posture in the Star Wars universe is
reserved for those with the least resources, narrow
structure and lack of recognised legitimacy, The Rebel
Alliance. Formed from multiple rebel cells, this
codlition under command of the Alliance High
Command includes both military officers and a cabinet
of senators, with open discusson and debate
encouraged among civilian and military advisers.

Structurally, the Alliance is closer to a distributed adaptive
system than to a conventional hierarchy. It lacks the Empire’s
scale and the Republic’s formal legitimacy, yet it survives
because authority is more distributed, local initiative is possible
and encouraged, and failure in one part of the system does not
destroy the whole. The Rebel Alliance experience significant
losses and setbacks, however their ability to absorb loss,
disperse under pressure, enables sustained operations and
continuing objectives despite repeated displacement. Its power
lies not in resources, administrative precision, or technological
supremacy, but in its ability to learn and reorganise in times of
crisis.

Authority is distributed. Leadership is redundant.

Camus provides the strongest primary philosophical lens to
understand the Alliance. It does not resist because success is
certain, but because submission results in the loss of agency,
dignity, and political freedom. Its posture is lucid resistance
under conditions that cannot be mastered, that require sustained
adaptation. That is why it can be understood as revolt without
guarantees.

Nietzsche deepens this reading when will to power is
understood in its richer sense of self-mastery, creative
becoming, endurance, value creation, and the transformation of
suffering into renewed strength. The Rebel Alliance expresses
‘will to power’ inwardly and generatively. Turning weakness
into adaptability, marginality into mobility, and pressure into
shared resolve. The Alliance does not simply oppose imperial
domination. It refuses to let imperial domination define the
limits of what it is and what it can become.

Hence, “revolt with self-overcoming” is the most precise
formulation for the Alliance’s contribution to strategic risk
thinking. Camus explains the refusal to surrender in the
absence of guarantees. Nietzsche explains how resistance
becomes transformative rather than merely reactive.

The Alliance does not only endure uncertainty; it
converts uncertainty into adaptive strength,
recognising it cannot eliminate uncertainty, it
designs for it.

Structurally, this aso explains why the Alliance exhibits more
resilience than its more powerful rivals. A debate-tolerant
command structure is more compatible with learning than
authoritarian closure or procedural bureaucracy. Distributed
judgment, collective purpose, and loca initiative allow the
system to adapt more quickly than centralised power can
control. The Alliance is therefore not merely morally
appealing. It is strategically better fitted to volatility.

CONTINUES OVERLEAF
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CONTROL, LEGITIMACY, AND ADAPTATION:

WHICH ONE?

f entire Star Wars risk series was condensed into one risk
management sentence, it would be:

Structures fail when identity is protected at the
expense of operational reality.

The Empire protects its identity as absolute power, so it cannot
tolerate feedback. The Republic protects its identity as moral
legitimacy, so it cannot tolerate disruptive truth. The Alliance
protects its identity as survivability through learning, so it
tolerates discomfort, decentralisation, and constant change.

The practical implication is confronting:

If you want to reduce strategic risk, you must build an
organisation that can admit uncertainty without collapsing,
hear bad news without punishing it, and change course without
humiliation.

That is not a technical capability. Itisa
leader ship capability.

Taken together, the three archetypes reveal a practical trinity.
Control is necessary in crises, safety-critical environments, and
moments requiring decisive command. Legitimacy is necessary
for durable governance, stakeholder trust, and moral restraint.
Adaptation is necessary in complex environments where
prediction fails and conditions shift faster than procedure.

Strategic failure occurs when any one of these becomes a total

worldview.  Control  becomes authoritarian  fragility.
Legitimacy becomes procedural paralysis. Adaptation without
coherence  can  become  fragmentation.  Leadership

responsibility is not selecting one posture permanently but
building institutions capable of moving between them
deliberately and proportionately.

Unfortunately, this is where contemporary risk practice falls
short. Frameworks such as SO 31000 and COSO ERM leave
room for integration, culture, and continual improvement, but
institutions frequently operate as assurance theatre rather than
as disciplines of institutional self-reflecting. Controls multiply,
dashboards are enhanced, and policies inflated, yet the
underlying worldview remains unchecked. Resulting in the
appearance of risk maturity without the substance of strategic
learning.

It is not the correlation to conflict in Star Wars and our world
that is the risk; it is we are becoming more tolerant of control,
more comfortable with escalation, and more reliant on
technological leverage as a substitute for legitimacy, cohesion,
and moral clarity, more accepting of the consequences of State
failures. What is most striking is the correlation between
technological convenience and our willingness to normalise
such trends. Systems that appear to simplify life, create
dependency, addiction lowering humanistic capability and
resilience, including platform dependence, automation,
algorithmic decision-making, habituate us to surveillance,
centralisation, and governed narratives Rarely is interrogated,
what this “addiction to ease” does to resilience, to civic trust,
or to ethical restraint. In effect, we are revealing a natural
vulnerability: willingness to trade long-term freedom and
moral agency for short-term comfort, even asinequality widens
and existential threats intensify. Strategic risk leadership,
therefore, is no longer about managing external threats alone; it
is about recognising how our pursuit of convenience can
quietly build our own “Death Star”. A brittle system of
concentrated power, diminished adaptability, and eroding
human judgement

CONTINUES OVERLEAF §8 Conclusion
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CONCLUSION

T

he enduring lesson of Star Wars for strategic risk is that
ingtitutions fail when they cannot revise the
assumptions through which they interpret power,
legitimacy, and uncertainty. The Empire fails because it
mistakes domination for security and capability for
truth. The Republic and Jedi fail because they mistake
legitimacy for strategic adequacy. The Rebel Alliance
endures because it accepts uncertainty without
surrendering agency and transforms adversity into
renewed capability.

Strategic risk maturity, on this account, is not the
refinement of controls but the cultivation of
institutional consciousness
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/I ABSTRACT

Crisis Readiness: What can we learn from the Star Wars Galaxy? Through setting the scene: dangerous or more complex?,
normal accidents, the empire's normal accident trap, and high reliability organisations, the article draws practical parallels with
modern strategic risk practice. Ultimately, the contrast among the Empire, the Rebel Alliance, and the Mandal orians shows that
organisational survival in complexity depends not on power or resources but on culture, adaptability, and distributed expertise.

SETTING THE SCENE: DANGEROUS OR MORE

COMPLEX?

C

ontrary to popular belief, the world is not more
dangerous now than it was 50 years ago. At least, there
is no clear way to measure whether the world is more
dangerous. In fact, 57 years ago, thanks to Kissinger,
Nixon's drunken order to launch a nuclear attack
against the Democratic People's Republic of North
Korea was averted, which could have led to a nuclear
World War 3. Today, although conflicts in Ukraine
and Iran may lead usto believe the rules-based order is
collapsing, restraint on nuclear use still exists. So,
while metrics for lower-level threats like protests,
cybercrime, kidnapping, and similar issues suggest the
world is more dangerous, the likelihood of nuclear
holocaust is lower now than it once was.

The world is more complex, however. Modern organisations
operate in environments characterised by rapid technological
change, tight interdependence, and unpredictable emergent
risks. Watkins et al. (2017) describe this as a world shaped by
“technological advances, globalisation, network complexity,

NORMAL ACCIDENTS

S

and social complexity,” producing environments in which
linear planning is insufficient, and leaders must “sense
environmental cues [and] adapt to rapidly changing contexts’
(pp. 148).

Organisations need to be prepared for this complexity. This
comes not from stringent, rigid risk management, but from
creating the environment in which crisis management leaders
can operate effectively within complex systems. This is done
by modelling the behaviours of High Reliability Organisations
and the principles of resilience engineering.

This paper explores how the Rebel Alliance, even though
outnumbered by the Empire, leveraged strong crisis-readiness
practices, alowing it to survive despite multiple incidents that
could easily have broken it. In contrast, the Empire
demonstrated characteristics that made it prone to failure or
collapse in the face of crises. By learning from these two
distinct approaches, modern organisations on Earth can meet
the challenges of an increasingly complex and coupled world.

ystems that are large, geographically dispersed, interconnected and highly reliant on one another become increasingly
vulnerable to cascading failures. Perrow (1981, 1999) coined the term Normal Accidents (or system accidents) to describe

complex systems (many interacting subsystems that are not easy to predict) and tightly coupled (elements within the
system are closely connected and dependent on one another). In such systems, catastrophic failure is not likely because
“risks will never be eliminated from high-risk systems’ (Perrow 1999: 4), and a catastrophic accident is the inevitable
outcome of the system, rather than individual mistakes (Perrow, 2011), with the possibility of catastrophic potential
increasing as systems become more complex and coupled (see Figure 1).

CONTINUES OVERLEAF §1 INTRODUCTION
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The 1979 Three Mile Island accident, which inspired Perrow’s
work, demonstrated how small, seemingly trivial events can
escalate into large-scale crises through complex interactions
(Perrow, 1999). Moreover, while other high-risk industries are
prone to Normal Accidents, “modern business environment
with international competition, need for speed of innovation,
electronic sales, etc. mimics the tight coupling and interactive
complexity similar” (Cantu et al., 2019, p. 399). This is even
more important in the modern world, where not only
organisations exhibit complexity and tight coupling, but the
world we live in does as well. In 2021, the 400-metre-long
cargo ship Ever Given ran aground in the Suez Cand,
effectively shutting the critical waterway for a week. The Suez
Canal facilitates 12% of the world's trade, and the blockade
impeded 400 ships, increasing container costs by 40% (M echai
& Wicaksono, 2024). The week-long impact on the global
supply chain is till having ripple effects today. Interconnected
financial markets are even more prone to shocks, with the
current Israel/US-Iran conflict having dramatic impacts across
all sectors and everyday life.

Organisations attempt to manage complexity by adding safety
systems to reduce human error. However, sophisticated
controls often add more complexity than they resolve:

“...recent history is rife with major disasters accompanied by
failed regulation, ignored warnings, inept disaster response,
and commonplace human error.” (Perrow, 2011, p. 44). A key
reason for this is what Snook (2000) called ‘practical drift’.
When controls to prevent catastrophic failure are initially
introduced, they are strict, and employees tend to follow the
procedures precisely. Over time, as people utilise these
controls and seek to simplify their work processes, there is a
gradual “uncoupling of local practice from written procedure”
(Snook, 2000, pp. 225). With increased use, additional local
practices are adopted—each change perceived as a minor
variation on the correct procedure, yet a large deviation from
the origina design. Adams (2003) explains that this often
occurs because individuals will bypass safety systems if they
believe they possess more local knowledge than the system’s
designer. This tendency is especially evident in modern Travel
Risk Management, where staff frequently ignore safety rules
that they deem less relevant, trusting their own local
knowledge over the safeguards in place (Paul & Stedmon,
2021; Collinson & Duffield, 2013). Unless systems are
designed in collaboration with the end user and are simple to
implement, shortcuts are sought, and overly rigid controls are
just as prone to failure as the systems they are meant to protect.

CONTINUES OVERLEAF
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THE EMPIRE'S NORMAL ACCIDENT TRAP

he Galactic Empire is a prime example of an
organisation that regularly falls victim to Normal
Accidents and overly complex and highly coupled
systems. It favours extreme centralisation, with tightly
coupled command chains — orders come from the
Emperor through Darth Vader, cascade to admirals, and
then to individua ships. Whilst this approach allows
tight control of operational plans and enables orders to
move rapidly from the top of the hierarchy to those
implementing them, it means that loca commanders
have almost no discretion in how to implement plans.
Organisations which find themselves on the polar ends
of the centralisation vs decentralisation debate often
struggle to deal with complexity, with centralised
systems that rely on bureaucracy inadvertently
magnifying small issues into systemic failures
(Pa8kkonen et al., 2020; Altamimi et al., 2023)

T

The Empire's rigid hierarchy and fear of reporting known
issues (seen extensively with the Imperial Security Bureau in
Andor) is perhaps its biggest undoing, and a major factor
which prevents the Empire from preventing the preventable.
This suppression of early warningsis the opposite of an HRO's
preoccupation with failure; it deprives the organisation of
crucial information needed to intervene before small issues
escalate. The Empire’'s culture, therefore, amplifies risk by
ensuring that leaders are the last to know when systems begin
to degrade. “People who refuse to speak up out of fear enact a
system that knows less than it needs to know to remain

effective.” (Weick & Sutcliffe, 2001, pp. 13). In this way, the
Empire's strict oversight functions (such as the ISB, and Moffs
and Grand Moffs, like Grand Moff Tarkin, the main architect
of the Death Star) are mostly performative, rather than helping
create resilience and reduce system failures (a concept first
explained by Powers, 1997) — instead this creates ‘an illusion
of control’, rather than actual control. This is often why
organisations prone to Normal Accidents appear stable, even as
smaller risks accumulate, right up until the point of failure.

The most notable example of the Empire suffering a normal
accident is the destruction of the Death Star, meeting all three
of Perrow's criteria. The Death Star is a moon-sized weapons
platform composed of thousands of interdependent subsystems,
all tightly coupled through shared power, cooling, and control
infrastructure. This illustrates how complex systems create
hidden pathways for escaation, where a failure in one
subsystem can trigger unexpected cascades in others — exactly
the conditions Perrow identifies as generating Normal
Accidents. In this case, the proton torpedo merely initiated the
failure; the tightly coupled system architecture ensured the
chain reaction was unavoidable.

While the exhaust port route to the core is a deliberate
weakness designed by Galen Erso, the resulting chain reaction
stems from the system's tight coupling. It is revealed in Rogue
One that Erso was able to add a hidden flaw because oversight
was weak and compartmentalised, reinforcing the ‘illusion of
control’ issue. Lastly, the accident had catastrophic potential —
in this case, the destruction of the Death Star.

CONTINUES OVERLEAF
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HIGH RELIABILITY ORGANISATIONS

f Normal Accident Theory explains why complex systems

I fail, High Reliability Organisation theory explains why
some survive, despite the same conditions. Organisations
operating in high-risk sectors and those leaning into the
complexity of the world seek alternative ways to prepare
for catastrophic failures caused by system accidents, rather
than trying to remove the risks entirely. Weick and
Sutcliffe (2001) explained that organisations can avoid
catastrophic failure not by focusing on removing risk, but
by cultivating organisational mindfulness. They termed
these entities High-Reliability Organisations (HROs).
These organisations demonstrate five core principles:
preoccupation with failure, reluctance to simplify,
deference to expertise, sensitivity to operations, and a
commitment to resilience.

Preoccupation with failure describes a mindset in which near
misses, variances, and deviations from expected practice are
seen as latent systematic risks rather than easily dismissed
anomalies. Thisincludes the ability for HROs to focus on both

/I TABLE 01
HRO Mindset vs the Fukushima reality

small near-misses and potential risks which have not yet
materialised, enabling HROs to prevent small errors from
combining to trigger catastrophic chain reactions, much like
what occurred during the 2011 Fukushima Daiichi nuclear
accident. Pidgeon (2012) explains that a “culture of deference
and a cosy relationship with regulators’ (pp. 18) resulted in
warnings about the tsunami risk being repeatedly ignored,
which meant that the nuclear plant was unable to deal with
both an earthquake (which itself caused a Loss of Offsite
Power event) and a tsunami simultaneously, the latter of which
overwhelmed flood defences which had previously been
flagged as insufficient. Fukushima is a prime example of an
organisation operating in a high-risk sector, but went against
the core principles of HROs (see Table 1) Instead of
downplaying small anomalies and future risks, HROs
“encourage reporting of errors, they elaborate experiences of a
near miss for what can be learned, and they are wary of the
potential liabilities of success, including complacency” (Weick
& Sutcliffe, 2001, pp. 10-11).

HRO Mindset Fukushima Reality

Constantly seek out weak signals.

Warnings about tsunami risk were ignored for years.

Encourage challenge & transparency.

TEPCO displayed defensiveness and cultural suppression

Assume systems will fail.

TEPCO assumed existing defences were adequate

Prepare for worst-case scenarios.

Designed for “probable” events, not “ possible” ones

Treat anomalies as urgent warnings.

Treat anomalies as noise or low-priority issues.

(Weick & Sutcliffe, 2001; Cantu et al. 2019)

(Pidgeon, 2012; National Diet of Japan, 2012)

A reluctance to simplify stems from the notion that simple
explanations are often inadequate for understanding
complexity; instead, organisations seek to gather a diverse
range of viewpoints and rigorous analysis. In the modern
world, this raises concerns about outsourcing systems to
Artificia Intelligence to streamline workflows. HROs instead
understand that reliability in complex systems is not a
technological solution, but is created through effective
participation, decision-making, communication, and a
collective culture. Team collaboration not only allows for a
better understanding of the situation through individual

analysis but also maximises long-term learning opportunities
(Pidgeon, 2012). This concept is often referred to as ‘ synergy’,
in which the group sum exceeds the sum of the individuals
(Hertel, 2011). However, HROs still understand the importance
of deference to expertise. Weick and Sutcliffe (2001) state:
“Decisions are made on the front line, and authority migrates to
the people with the most expertise, regardiess of their rank”
(pp. 16). For HROs, decision-making is less about hierarchy or
forcing team involvement and more about ensuring that those
make decisions with the most knowledge and experience. What
slows decision-making is less about team size than about the

CONTINUES OVERLEAF
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number of processes decision-makers must work through
(Mueller, 2011). Both areluctance to simplify and a deference
to expertise are intrinsically linked to sensitivity to operations.
This is ensuring that decision-makers are connected to
front-line realities, improving situational awareness. Thisis a
critical factor in both fast-moving industries and during crisis
management. Sensitivity to operations must go beyond the
operational level itself, though, and incorporate good
knowledge management - getting the right information to the
right people at the right time to effectively overcome problems
or perform tasks (Shadbolt, 2005). Thisis why the role of both
effective training systems and risk intelligence teamsis so vital
for crisis-ready organisations.

The last principle of HROs is a commitment to resilience.
Following the principles of HROs is not enough to avoid
failures — especially in a complex world where many factors
are outside of the organisation's control - but instead take time
to learn from opportunities, both failures and near misses.
HROs seek to detect, contain, and bounce back as efficiently as

I/l TABLE 02
Characteristics of High Reliability Organisations

Preoccupation with failure

Reluctance to simplify

possible. This does not just need to be contained to actual
incidents, though, and HROs will use “rich fantasy lives’ and
regularly simulate worst-case  conditions,  practising
organisational ‘firedrills’ (Weick & Sutcliffe, 2001, pp. 15). In
this manner, planning for the worst case allows you to respond
better if it were to happen.

Organisations can learn from the HRO approach in the current
context of the US attacks on Iran. While many assumed the
worst would not occur, possibly due to narrative fallacy (Taleb,
2007) or optimism bias, those who embodied HRO principles
moved quickly to prepare for worst-case scenarios by
consulting experts and conducting tabletop exercises.
Organisations that were genuinely attentive to operational cues
were able to initiate this planning process four weeks prior to
the attacks, when the USS Gerald R. Ford set sail for the
Middle East — an event Weick & Sutcliffe (2001) would
classify asaweak signal, yet it still indicated potential military
action. Organisations that responded to this signal gained two
weeks of planning before the first strikes took place.

“HROs are distinctive because they are preoccupied with
failure... any lapse is treated as a symptom of larger

problems” (Weick & Sutcliffe, 2001: pp. 10)

HROs “take nothing for granted” and resist using simplistic
categories that hide risk (Weick & Sutcliffe, 2001, pp. 11-12)

Sensitivity to operations

“Someone is always paying attention to operationsin real time”
(Weick & Sutcliffe, 2001, p. 13).

Commitment to resilience

“Resources are continually devoted to correction and recovery”
(Weick & Sutcliffe, 2001, p. 14).

Deference to expertise

“ Authority migrates to expertise, not rank” in unexpected
situations (Weick & Sutcliffe, 2001, p. 17).

CONTINUES OVERLEAF
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THE REBEL ALLIANCE AS A HIGH RELIABILITY

ORGANISATION

n contrast to the Empire, the Rebel Alliance demonstrates

I effective HRO behaviours, which in turn help it to survive
against a technologically and numerically superior enemy.
The Alliance expects failure against the Empire, with none
of its bases designed to be permanent. This is seen on
Dantooine, Yarvin, and Hoth, with the Alliance learning
from each subsequent evacuation. This is reinforced by
sengitivity to operations, with intricate spy networks
designed to feed real-time intelligence to decision-makers,
enabling them to act on weak signals. General Rieekan
orders the evacuation of Echo Base after discovering the
Imperial probe droid, even before Imperia forces arrive.
This demonstrates the Alliance's strong sensitivity to
operations: leaders act on weak signals, recognising that
early cues often carry significant meaning in complex
environments. By doing so, they avoid the catastrophic
delays typical of organisations that wait for full
confirmation before acting. On Hoth, this gives the
Alliance a critical head start in evacuating the base and
preparing the defences, enabling the evacuation of critical
personnel and equipment.

The Rebel Alliance also defers to expertise and is reluctant to
simplify its command structure. The Alliance High Command

comprises both civilian senators, who bring strategic expertise,
and military commanders, who bring tactical and operational
expertise. This ensures that decision-making is balanced, and
input comes from the best-placed expert. This is evident with
General Ackbar serving as the Supreme Commander of the
Alliance Fleet. This is not a trap but a deliberate move,
ensuring that the person with the highest level of naval
experience |leads the fleet, rather than someone of higher rank,
such as Leigh Organa.

The hierarchy is not rigid, however, with local commanders
being given freedom of operation within their domain. This
enables quick decision-making and responsiveness to changing
redlities. Cellslike Saw Gerrerd s Partisans, Phoenix Squadron,
and the Onderon resistance maintain mission autonomy, even
after the formation of the One Alliance, acknowledging their
expertise and local, situational knowledge. Cassian Andor and
Ahsoka Tano are given independence in how they achieve their
objectives. Authority migrates to those with the most
situational knowledge, not to those with the highest rank. In
complex, high-risk operations, this decentralisation enables
faster and more accurate decision-making than a rigid
command-and-control structure like the Empire’'s.

CONTINUES OVERLEAF §6 Resilience Engineering
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RESILIENCE ENGINEERING

he final concept of a crisisready organisation worth
exploring isthat of Resilience Engineering. While HRO
theory emphasises ways to prevent failure, Resilient
Engineering focuses on how to function despite failure.
This approach emerged at the turn of the century as a
response to traditional safety models, which equated
safety with error reduction and compliance. Instead,
Resilience Engineering reframes safety as the ability of
a socio-technical system (systems in which people and
technology interact in a tightly interdependent way) to
adapt to variability, disturbance and surprise
(Hollnagel, Woods & Leveson, 2006). Rather than
failure being a breakdown of normal functioning,
Resilience Engineering states that failure is the result of
adaptations necessary to deal with the real world, which
is dynamic, uncertain, and resource-constrained. As
organisations often operate with finite resources,
competing priorities, and imperfect information to
make decisions, the adaptations needed are always
approximations that creaste both opportunities for
success and failure.

T

At the core of RE is the idea that systems do not operate in a
state of equilibrium. Instead, they are constantly adapting to
changing circumstances, requiring continuous monitoring and
adjustment. Woods and Hollnagel (2017) outline four essential
system capabilities for resilience: anticipation, monitoring,

responding, and learning. Anticipation involves predicting
potential disruptions and emerging risks. Monitoring pertains
to observing system performance and environmental changes
that could indicate a drift toward unsafe conditions.
Responding means reacting effectively in rea time to
disturbances, workarounds, or new situations. Learning reflects
how organisations use experiences, both failures and successes,
to improve future practices.

Resilience Engineering offers a complementary approach to
HRO, recognising that socio-technical systems cannot be
predicted or fully controlled by implementing successive
barriers. In this way, it acknowledges that Reason’s (1990)
Swiss Cheese Model is a flawed attempt to create safer
systems, as end users will aways find ways to bypass barriers
or controls, especialy if doing so makes their jobs easier and
fosters the conditions for success.

“Managing resilience is tightly coupled with the management
of complexity and uncertainty in sociotechnical systems’
(Patriarca et al., 2018, p. 86), and such systems will often
operate at the boundary of their capabilities. It is therefore
important that uncertainty is managed through flexibility,
competence, and continua learning. This is referred to as
adaptive capacity — the ability to recognise, absorb and
respond to variations. Resilience is not about avoiding failures
but enabling a system to function despite them (Hollnagel,
Woods & Leveson, 2006).

CONTINUES OVERLEAF
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MANDALORIANS AS RESILIENT ENGINEERS

andalorians are a prime example of a Resiliently
Engineered entity within the Star Wars universe.
Mandalore is a harsh, resource-scarce environment
that requires constant vigilance against danger and
adaptation. However, they show clear anticipation of
future threats. Beskar armour is designed not to
defend against the threats of Mandalore, such as
hostile wildlife, but can defend against blasters and
lightsabers. This, to some extent, showed an
awareness that, at some point in the future, the
Mandalorians might have to fight superior enemies.
Further, Beskar is often reforged by the Armourer
clan to adapt to changing threats or the wearer's
preferences.

M

Despite a history of repeated cycles of collapse, dispersion and
resurgence, Mandalorian culture, known as the Resol'nare,
remains largely intact. This is the way to demonstrate an
inherent adaptive ability to survive in diaspora and a
system-level resilience, allowing the core of their culture,
identity, and socia structures to persist. What makes
Mandalorians impressive is their systemic resilience: they
endure multiple political overthrows and even survive the
destruction of their home world during the Great Purge,
continuing to live in diaspora This reflects a high degree of

system-level resilience: rather than collapsing when a core
component of their socio-technical system is lost, they
reorganise through clan structures, cultural rituals, and
distributed enclaves. Their ability to maintain identity and
function despite losing territory aligns closely with Resilience
Engineering’ s emphasis on adaptive capacity.

Mandal orians demonstrate strong monitoring capabilities, with
clan systems acting as decentralised detection networks that
track political shifts and threats. As the political landscape
evolved from Duchess Satine's pacifism to Death Watch's
militancy and Imperial occupation, Mandalorians navigated
alliances, rivalries, and betrayals to stay alert and protect their
interests. Their crisis response is shown in their coordination
against Darth Maul’s coup and Imperial control, with clans like
Kryze, Wren, and Eldar forming adaptable alliances.

Learning is deeply embedded in Mandalorian cultural memory.
Traditions such as forging Beskar armour and adhering to the
Resol’ nare uphold generational continuity, enabling the culture
to survive planetary destruction and political fragmentation.
Conversely, the Empire's inflexible hierarchy, fear-driven
reporting culture, and lack of adaptability lead to systemic
fragility and eventua collapse. Thisis seen through successive
catastrophic failures, such as the destruction of the second
Death Star.

CONTINUES OVERLEAF §8 Learning from Star Wars
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LEARNING FROM STAR WARS

hile Star Wars is a fictiona realm, there is valuable
W learning for those responsible for shaping the crisis

readiness of their organisations. Comparisons
the  Empire's hierarchy,
over-centralised nature and poor crisis culture, and
the Alliance's ability to mimic characteristics of
High Reliability Organisations, deferring to
expertise, having sensitivity to what is happening
‘on the ground’, and being preoccupied with failure,
give us a good understanding of which approach
proves effective in the long run. By examining the
Mandalorians ability to remain a well-respected
entity despite successive collapses, we can
understand how some organisations collapse while
others persist through similar crises.

between rigid

e Overly rigid systems do not make organisations more
resilient, as is seen with the Galactic Empire's eventual
collapse, hindering an organisation's ability to respond to
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/I ABSTRACT

Thereis one point however that made everyone question the reality of the Star Wars universe. Through activity vs. effectiveness,
designed for appearance rather than impact, strategic v. operational: we focus on the wrong thing, and conclusion, the article
draws practical parallels with modern strategic risk practice. Birkland, T.

For many of us, the Star Wars films were not so much afantasy
series but a portal to a universe that was as real as the fur on a
Wookie or the sand under Anakin’s feet as he strode across the
desert planet of Tatooine.

There is one point however that made everyone question the
reality of the Star Wars universe.

Why couldn't the highly trained and well-equipped
Stormtroopers hit a stationary target at five metres?!

If they were the personal guardians of the emperor, they were
presumably not your common or garden semi-trained trooper
but were part of an elite Praetorian Guard.

And yet.... they still couldn’t hit either those coming in to try
and destroy / kidnap / assassinate their chosen target, or whilst

they were escaping having either succeeded or failed in their
mission.

As atrue Star Wars fan, this has always concerned me — until |
realised that actually we are facing exactly the same challenges
in the strategic risk management world.

Why is that we create risk management programmes that don’t
work? Why is it that we are in the position of Stormtroopers
who are, presumably, supposed to be able to carry out their
roles effectively (namely, shooting bad people), and yet for
whatever reason, never manage to actualy achieve the
objective.

So, in the spirit of expanding our knowledge base in the
strategic risk management sector, here are the lessons to be
learned from the Stormtrooper failures.

1. ACTIVITY VS. EFFECTIVENESS

n terms of an overarching common theme, that could be
I positioned as the fact that both the Stormtroopers and our

crisis management programmes look impressive and

generate lots of activity but fail to stop the actual threats.

In other words, the organisation appears heavily defended - but
once tested by an intruder / threat, it appears that the
appearance of security was little more than afantasy and empty
illusion.

If one was to observe the activities of the Stormtroopers,
without bothering to look at the outcome, they are undoubtedly
impressive. They run, they shoot, they shout, there are lots of
them (and then lots more of them — there never seems to be a
shortage of available personnel), but at the end of the scene —

the bad guys (from their perspective) / heroes (from our
perspective) are still running and managing to get away.

The truth is that in terms of the outcomes of both scenarios —
mitigating identified threats — their combined actions actually
have zero impact on either the specific event or the overall
security of the situation.

If you think of the amount of organisational energy that is put
into updating risk registers, creating control measures, holding
meetings and issuing reports, then there is undoubtedly a high
level of what could be considered as energy inpuit.

But intermsif actual output — are we better prepared to engage
with and manage the range of incidents that we are likely to
face? - then the answer, unfortunately, is probably not.

CONTINUES OVERLEAF §1 INTRODUCTION
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2. DESIGNED FOR APPEARANCE RATHER THAN

IMPACT

f you wanted to have an imperiad bodyguard,
I Stormtroopers are probably exactly what you would be
looking for. They have impressive armour, advanced
weapons, military formation and overwhelming numbers.
Based purely on appearance, you wouldn’'t fancy your

chance of making your escape.

And yet, in reality (Star Wars redlity!) Luke Skywalker, Hans
Solo and Chewbacca infiltrate the Death Star, evade thousands
of Stormtroopers, blast a hole in a wall, end up in a garbage
crusher that is either going to crush them to death or alow the
slimy creature within it to pull them under for dinner — and yet
they still get away!

Bruce Schneier, in the context of IT security, talked about
‘security theatre'. It is designed to look good, make everybody
feel better and alow them to presume that things have been
taken care of and there is nothing that they need to worry
about.

Which works fine, until the exact moment that the system is
tested — and then it becomes clear that not only has it not
delivered, but that what has been put in place could never have
achieved the objectives it was designed to deliver. The system
itself consists largely of unrealistic assumptions, as described
by Thomas Birkland in his 2009 paper ‘Disasters, Lessons
Learned, and Fantasy Documents'.

3. THE STORY MUST GO ON

n films, heroes like Luke Skywaker or Han Solo must
I survive for the story to work. Any situation that suggests
that they are in danger is merely a narrative twist designed
to keep the observer interested. It may create theillusion of
danger, but in our hearts, we know that the peril will be
overcome, the hero will survive and the story will continue.

In our risk management context, we often see the same
phenomenon. Even when an organisation has been put into
danger and has somehow come through it, the lessons that
could be learned are not, and it is presumed that everyone can
continue as normal and that everything will be fine.

That is true both for what can be considered as one-off events
(we can take Covid-19 as an example, where it seems that

many of the lessons learned have been either forgotten over
time or wilfully ignored as other budgeting and strategic
priorities take precedence), or systemic failures, such as the
inability to control global organisations that wilfully ignore the
rules and happily pay hundreds of millions of dollarsin fines as
part of the cost of doing business.

The significance of this is that the risks that should be
considered as high likelihood and high impact are actually
ignored and are left dormant, waiting for the moment, as in
another epic from which team management lessons can
undoubtedly be learned, The Hobbit, when the dragon awakes
and suddenly there is a whole new terrifying level of threat on
the horizon, and no meaningful way of dealing with it.

CONTINUES OVERLEAF §3 3. The story must go on
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4. STRATEGIC V. OPERATIONAL: WE FOCUS ON

THE WRONG THING

t is perhaps an understandable feature of risk management

I that we focus on those issues that we are familiar with, that
we see on aregular basis and that we think we have arange
of options to engage with, rather than the big scary issues
that would actually need us to recognise our limitations and
the demands that would be needed to rectify them.

The single thing that brought the Empire to the edge of
elimination was not the actions of individuals or limited
scenarios but was the destruction of the Death Star. And that in
turn was brought about by a design flaw that had been
overlooked by everyone concerned yet ultimately was the flaw
around which the whole of the rest of the story devel oped.

Whilst it is certainly easy to focus on operational demands —
and to feel that as we engage with and manage them, we are
achieving significant results - it is actually the strategic risks

that pose the greatest dangers, and which are often overlooked
until the exact moment that they explode in our faces, at which
time we redlise that we were looking at the wrong things the
wholetime.

In our world of strategic risk management, that is even more
true as things that have traditionally been classified as ‘low
likelihood / high impact’ events are in fact becoming not just
increasingly likely but are part of our natural operating
environment. High impact weather events, infrastructure
failures, supply chain disruptions, market failures, social unrest
and geopolitical tensions are no longer events that can be
confined to the top right-hand corner of our risk registers. The
fact that we are facing disruptive events across the world is a
warning that we needed to start paying attention to the things
that can truly become existential threats, rather than focusing
on the smaller matters that feel more comfortable to deal with.

5. WHO OWNS THE PROBLEM?

tisafundamental feature of the Stormtroopersthat they are
I anonymous, undifferentiated and lacking any individual
identity. In that sense that have no more individual
significance that a single member of a swarm of locusts.
Their power is in their numerical advantage and the fact
that they ‘follow the process’. It is not the role of any
Stormtrooper to suggest ‘ Sir, | think | know a better way of
doing this'.
In much the same way, in many organisations it is the process
that is considered sacrosanct, and it is not only not the role of
any individua to question that but to do so would be
considered as something liable to sanctions and possible
punishment. The more hierarchical, command-centred and
process-driven an organisation is, the more likely that is to be
true.

And yet we have seen countless example where even in
situations where the flaws in the process are obvious and

known, the system itself mitigates against anyone either
questioning or challenging the system.

The post-incident reviews on situations as diverse as the
Challenger and Columbia disasters at NASA, BP and
Deepwater Horizon, Volkswagen emission scandals, failures
associated with the Daiichi nuclear disaster in Japan following
the Fukushima tsunami in 2011, al follow the same pattern.
Years if not decades of systemic failures that were know,
recognised and fundamentally ignored.

If the basic rule is ‘Follow the process and don’'t question it’,
then we cannot be surprised when the flaws in that system go
unchallenged, and are then normalised to such a degree that
those vulnerabilities become an embedded part of the operating
process, until they lead to what in retrospect can be seen as
both an inevitable and an entirely avoidable catastrophic
failure.

CONTINUES OVERLEAF
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6. WHAT IS MEASURED IS WHAT IS VALUED

ne of the most destructive management processes, if
used in the wrong way (and it is arguable that they are
amost aways used in the wrong way), is the concept
of Key Performance Indicators. They have become
such an accepted part of our management culture that
it can be hard to remember what they were brought in
for.

O

They were originaly introduced in the 1980's as part of
strategic management — setting out what were the most
significant requirements to achieve organizational strategic
objectives. As such they were conceptual and aspirational,
acting aguideline for organisational development.

It was in the 2000's that they began to be used on an
operational basis, aligned to a previous generation’s interest in
‘time and motion’ studies. Under this development individual

actions could be rated (for example, how many phones call a
person could make in an hour).

Theissueis that as soon as you introduce KPI's, those become
the only thing that both the system and the individual focus on.
So, if the KPI isto make ten calls an hour, it doesn’t measure —
or even give value to — the quality of those calls.

In the Star Wars contexts, it seems that the KPI's for the
Stormtroopers are speed of arrival and numbers of shots taken
(both of which would score highly) rather than ‘Have you
stopped the intruders? .

In our own organisations, it is easy to focus on something that
that is obvious, clearly defined and measurable, but it is also
important to recognise that there are many things that are not
mesasured (and may in fact be unmeasurable) that actually have
equa value.

/. CENTRALISATION AND SINGLE POINTS OF

FAILURE

espite the fact that the vulnerabilities cause by single
points of failure are well known, it is still the case that
SPOFs become critical failure points once the system
is tested by an actual crisis situation. Whether that is
decision-making (what happens if the critica
decision-maker(s) is/ are not available at that specific
time?), resources, supply chain bottlenecks or
logistical challenges, it is only when we are tested by
the reality of an actua situation that these
vulnerabilities cometo light.

The Death Star’s destruction did not lead directly to the end of
the Empire — but it left it vulnerable politically, militarily and
in terms of tits symbolic status as a force that could not be
challenged. In retrospect it could be clearly seen as the
beginning of the end of the Empire.

An over-dependency on single points of authority is always a
vulnerability for any organization, and the ability to create
autonomous units that are empowered to have ownership of
their own spheres of influence is aways a counterbalance to
the potential risks that an overly centralised system brings.

CONTINUES OVERLEAF
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CONCLUSION

here are many lessons for the student of strategy that

T the Star Wars series brings (one that has not been
discussed hereis, it is always good to have a Wookie on
your team!).

Perhaps that most significant one is, don’t be taken in by the
appearance of overwhelming might. If, asin the Wizard of Oz,
the mighty magician is merely a shadow figure behind the
curtain, then when the time comes for the magician to step
forward to save the world — it suddenly becomes clear that

REFERENCES

what we had depended on to save us was no more real than the
smoke that disappearsin the wind.

In the films, we can always leave at the end and go back into
the real world. In our risk management activities, it is not so
easy to walk away from the consegquences of our (in)actions.

May The Force Be With Youl!
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/I ABSTRACT

TREACHERY'! Through perception-throughput threat assessment framework, presilience, and integrating pttaf and presilience,
the article draws practical parallels with modern strategic risk practice. To learn more about Presilience, visit

www.presilience.info.

A long time ago in agalaxy far, far away....

TREACHERY! Having granted Chancellor Palpatine
emergency powers, the Galactic Senate now stands powerless
before a concealed Sth Lord. With the Republic in collapse,
the Chancellor moves to claim his Empire. Order Sixty-Six has
been executed, scattering the remaining protectors of peace
and justice into hiding and isolation.

With planetary leadership paralyzed and no organized
opposition remaining, the new Emperor moves swiftly to
consolidate his rule. To reveal his vision for the future of the
Empire, he summons the Imperial Advisory Council to a secret
session.

As the Emperor unveils his designs before the Council, joined
by select senior military advisors, the assembly responds with
awe and approval. At the close of the meeting, the Emperor
reveals what he believes to be the ultimate instrument of
Imperial power. The response is not what he expected....

At the center of the chamber, a holographic image of the Death
Star slowly rotates. The Emperor waits for admiration. Instead,
the room grows quiet. Discomfort spreads across the chambers.

Mas Amedda lowers his gaze before speaking. “My lord, the
Empire's greatest advantage at this moment is not its might. It
is the absence of a unified enemy bold enough to challengeiit.”

He gestures subtly toward the hologram. “Discontent exists
across the galaxy, certainly. But it is scattered. Each world
nurses its grievances alone.”

His eyes seftle on the massive station. “Such a weapon,
embodying the full measure of Imperia authority, would not
merely inspire fear. Once known, it may give shape to
resentments that are, at present, unfocused. What is divided
today may find unity in asingle symbol.”

The Emperor’s reply is calm, but dismissive. “Fear will keep
the systems in line. This station ensures that those who resist
will not endure long enough to unite.”

With his concerns dismissed, Mas Amedda returns to his seat.
The silence lingered, as several members uneasily studied the
hologram rather than the Emperor.

“My concern is not rebellion,” Governor Tarkin interjects, as
he stands and places his hands behind his back. “It is
concentration.”

He gestures toward the rotating projection. “This station
gathers authority, resources, and attention into a single asset. A
dispersed force absorbs loss. A distributed command adapts to
disruption.”

He pauses. “But when consequences are bound to one
structure, failure becomes absolute.”

Tarkin studies the hologram carefully. “Magnitude does not
eliminate vulnerability.” He looks across the room as he
concludes: “it concentratesiit.”

The room was heavy with anticipation as the emperor
responded “The Republic failed because it lacked the power to
rule. The weapon that commands the galaxy must stand alone.”

His gaze shifted to Tarkin, and a faint smile crept across his
face. “You see what others do not. Power of this magnitude
demands discipline. It will require command that understands
the consequences of such afailure.”

The emperor paused, staring at the hologram, the room dense
with anticipation.

“When this station is ready, it will be entrusted accordingly.”

The Emperor turned from the table, extinguishing the
hologram. The meeting was over, and somewhere far beyond
those walls, aflicker of hope had just been sparked.

CONTINUES OVERLEAF §1 INTRODUCTION
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PERCEPTION-THROUGHPUT THREAT
ASSESSMENT FRAMEWORK

n this scene, Mas Amedda’ s concerns align closely with the

I Perception Throughput Threat Assessment Framework
(PTTAF). With therise of the Galactic Empire, new strains
flooded the galaxy almost overnight. Under General Strain
Theory, strain emerges when valued institutions are
removed, harmful conditions are imposed, or legitimate
goads become unreachable. Order 66 and the rapid
consolidation of Imperia authority triggered all three at
once. Citizens lost political voice, procedural fairness, and
the stabilizing presence of the Jedi. In their place came
militarized rule, suppressed dissent, expanded surveillance,
and the normalization of arbitrary authority. At the same
time, lawful paths for reform and representation collapsed,
leaving grievances without legitimate outlets.

At first, these strains remained fragmented. Rebellions were
local, often tied to a single planetary injustice or policy
decision. In PTTAF terms, small groups of agents used limited
resources against targets of local significance. Their perceived
impact was narrow, and the Empire was able to suppress these
efforts with relative ease. The system absorbed them as a
tolerable level of risk, below the acceptable thresholds of loss.

By introducing the Death Star into this environment,
fragmented grievances suddenly converged around a common
struggle. The Death Star presented a single visible target which

embodied elements symbolic to the beliefs of all agents feeling
these strains. The perceived throughput of this target was so
expansive that it enabled the unification of agents at scale.
Those rebels who identified this symbol subsequently had an
overwhelming number of agents rally to their cause, pooling
resources, establishing hierarchies, turning adversarial agents,
and much more.

The introduction of a target with galaxy-wide perceived
throughput recalibrated the hedonic calculus of rebel agents.
What had once been irrational persona risk now appeared
justified within a collective struggle. The perceived collective
impact of action now vastly outweighed almost any anticipated
personal cost. Simultaneously, the dramaturgical dynamics of
resistance became institutionalized. Informal performances of
dissent evolved into codified roles, hierarchical functions, and
coordinated stages of action. Agents no longer operated as
isolated performers, but as members of a structured cast
aligned around a shared narrative and audience.

Without introducing a central symbol, rebellions around the
gaaxy would have remained localized, episodic, and
strategically containable. Instead, the Death Star encapsulated a
wide collection of elements which resonated with a broad
variety of beliefs held by potential agents, planting the seeds of
rebellion across the galaxy.

CONTINUES OVERLEAF §2 Presilience
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PRESILIENCE

G

overnor Tarkin’s concerns reflect the principles of
Presilience. In recognizing that the Death Star would
consolidate the Empire’'s military force, political
authority, and symbolic power into a single
instrument, he identified a structural shift away from
adaptive governance toward rigid centralization.

Presilient systems are designed for environments characterized
by volatility, uncertainty, complexity, ambiguity, and digital
transformation. With the collapse of the Galactic Senate, the
galaxy was suddenly thrust into precisely such a landscape.
Long standing political structures disappeared overnight,
communication systems shifted, and the mechanisms that once
stabilized the Republic were replaced by an authoritarian
regime. In conditions such as these, strategies built for stability
quickly become ineffective. Organizations must instead be
structured to interpret emerging conditions, adapt continuously,
and strengthen through adversity.

The Empire chose the opposite path. The Death Star
represented a singular expression of Imperial power, intended
to impose order through fear and overwhelming force. By
concentrating its legitimacy, military dominance, and symbolic
authority into one instrument, the Empire substituted spectacle
for systemic capability. What appeared to be absolute strength
wasin fact anarrowing of strategic depth.

Presilience approaches decision making through an ethical
framework that considers the consequences of action across
four domains. self, others, the organization, and society.
Systems aligned across these domains build cohesion, trust,
and legitimacy that can endure under pressure. Fear-based
governance may achieve compliance in the short term, but it

rarely produces sustainable commitment. When decisions serve
only the interests of authority while disregarding the wellbeing
of others or the broader system, internal cohesion erodes and
external resistance grows. The Empire's approach, rooted in
coercion and domination, stood fundamentally misaligned with
these principles.

The Rebel Alliance, by contrast, reflected Presilience in
practice. It emerged not as a centralized power, but as a
distributed network of planetary movements, cultural identities,
and operational capabilities united by shared purpose.
Individuals acted from persona conviction. Communities
organized around shared grievances and values. The Alliance
itself coordinated these efforts through flexible structures
capable of adapting to rapidly changing conditions. At the
same time, its broader vision extended beyond immediate
survival toward the restoration of a just political order across
the galaxy.

In Presilient systems, effective governance also depends on the
continuous aignment of threat identification, analysis,
response, and learning. The Rebel Alliance demonstrated this
cycle repeatedly. Each Imperial attempt to suppress resistance
forced the movement to reorganize, refine its methods, and
strengthen its coordination. Adversity became a catalyst for
adaptation rather than collapse.

Where the Empire pursued dominance through singular
expressions of power, the Alliance cultivated strength across
the system itself. In doing so, it demonstrated the centra
principle of Presilience. Durable power emerges not from rigid
control, but from systems capable of adapting, learning, and
strengthening as conditions change.

CONTINUES OVERLEAF

§3 Integrating PTTAF and Presilience
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INTEGRATING PTTAF AND PRESILIENCE

hile this scene was evaluated through two distinct

W lenses and two distinct characters, it ultimately
illustrates how PTTAF and Presilience function
together within complex risk environments.

Both frameworks are rooted in people and culture. Risk
environments are shaped by how individuals and groups
interpret strain, organize around shared beliefs, and respond to
perceived barriers and opportunities. Understanding these
dynamicsis central to effective risk intelligence.

PTTAF focuses on the environment in which organizations
operate. It examines how individuals and groups interpret
conditions around them, how symbolic targets emerge, and
how fragmented grievances can align into coordinated action.
By analyzing these dynamics, PTTAF helps organizations
recognize how adversarial behavior forms and where emerging
pressures may begin to concentrate.

Presilience focuses on how organizations structure themselves
to operate effectively within that environment. Rather than
concentrating power into rigid systems, Presilient
organizations cultivate adaptive governance, distributed
capability, and cultural integration that allow them to anticipate
and resolve evolving pressures. The objective is not smply to

withstand disruption, but to strengthen through adversity and
remain effective across awide range of conditions.

Together, these frameworks connect environmental
understanding with organizational capability. PTTAF helps
leaders interpret the human dynamics shaping the risk
landscape, while Presilience ensures the organization is

structured in away that can adapt to those dynamics over time.

In the case of the Empire, both perspectives were ignored. The
Death Star unified adversarial perception across the galaxy
while simultaneously adding significant rigidity to the
Empire's own structure. By concentrating its legitimacy and
authority into a singular instrument of power, the Empire
created the conditions for the very threat it was unable to adapt
to. Ultimately, the Death Star did become the greatest weapon
in the galaxy. It became the single point upon which Imperial
legitimacy rested, and ultimately, the mechanism of itsfailure.

To learn more about the Perception-Throughput Threat
Assessment Framework, read the article introducing the
framework at securityjournalamericas.com/a-new-threat-asses
sment-framework.

To learn more about Presilience, visit www.presilience.info.

END ARTICLE 05 PERILLO & SCHNEIDER
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